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fair and reasonable price determinations on two

task orders awarded with only one proposal,

valued at $35.4 million, because they relied on
inadequate independent government cost esti-
mates when determining price reasonableness.

As a result, USAMRAA had no assurance that

the government obtained the best value when is-

suing the five task orders. Additionally, the CORs

did not perform adequate surveillance on 19

task orders reviewed. Specifically, quality assur-

ance surveillance plans were either nonexistent
or inadequate, and the CORs did not maintain
evidence of written approval for deliverables.

Result: DoD IG recommended that the direc-

tor, USAMRAA, require contracting officers and

CORs to:

o DPrepare adequate justifications for sole
source awards and maintain complete con-
tract file support for fair and reasonable
price determinations for negotiated awards.

o Develop Quality Assurance Surveillance
Plans before the start of the task order per-
formance period that provide measurable
metrics to evaluate contractor performance
and provide set time frames for frequency
of reporting relevant to the task order.

o Require written support for inspection and
acceptance of deliverables.

o  Obtain adequate supporting documents or
recover unsupported ODCs of $139,916.

Management agreed with the recommendations.

Report No. DODIG-2012-033

Acquisition Procedures for the Guam Design-
Build Multiple Award Construction Contract
Warning
Overview: DoD IG performed this audit pur-
suant to Public Law 111-84, “National Defense
Authorization Act for Fiscal Year 2010, section
2835, “Interagency Coordination Group of In-
spectors General for Guam Realignment,” Oc-
tober 28, 2009. This law requires the group to
monitor appropriations, programs, operations
and contracts related to military construction
for the Guam realignment. DoD IG determined
whether Navy Facilities Engineering Command
Pacific officials awarded the Guam design-build
multiple award construction contract in accor-
dance with federal, DoD and Department of the
Navy acquisition regulations.

Findings: NAVFAC Pacific officials generally

solicited and awarded the Guam multiple award
construction contracts in accordance with ac-
quisition regulations. However, NAVFAC Pacific
officials did not have procedures for promptly
referring information to the Department of the
Navy suspension and debarment official about
the offerors’ negative responsibility matters, as
required by Federal Acquisition Regulation.
This occurred because NAVFAC Pacific internal
policy did not require the contracting officer to
notify the DON SDO. As a result, the DON SDO
was unaware of certain negative responsibility
matters pertaining to the Guam multiple award
construction contract awardees that could have
been specific causes for suspension or debar-
ment.

Result: During the audit, DoD IG informed the
NAVFAC officials about the negative responsi-
bility matters of the contractors and senior Navy
acquisition officials of the problem. In response,
NAVFAC headquarters issued an Acquisition
policy flash notice regarding the FAR require-
ment.

Report No. DODIG-2012-031

DoD Needs to Improve Accountability and

Identify Costs and Requirements for Non-
Standard Rotary Wing Aircraft

Overview: DoD IG reviewed the management
of the DoD acquisition and support of non-stan-
dard rotary wing aircraft. DoD IG estimated that
DoD obligated more than $1.6 billion over the
last five years and planned for more than $1 bil-
lion in estimated future NSRWA efforts.
Findings: DoD officials did not adequately
manage the acquisition and support of NSRWA.
Specifically, DoD officials were unable to iden-
tify a comprehensive list of all DoD-owned and
supported Mi-17s, total ownership costs and all
planned requirements in support of these air-
craft. This occurred because the under secre-
tary of defense for acquisition, technology and
logistics established the NSRWA Project Man-
agement Office as a temporary solution without
fully authorizing the project manager and staft
to make DoD-wide decisions and did not follow
the defense acquisition process, even though it
met the requirements of a major defense acqui-
sition program. As a result, DoD may not have
achieved the best value for the more than $1.6
billion NSRWA effort is at risk for inadequate

DoD IG reviewed the acquisition of
non-standard rotary wing aircraft.
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“Public Law 99-591,

section 908(b) requires

DoD IG to periodically
audit undefinitized
contractual actions
and submit a report to
Congress.”

management of the more than $1 billion in esti-
mated future costs.

Result: DoD IG recommended that the
USD(AT&L) establish the NSRWA program as
along term effort and designate it with a defense
acquisition program category; identify and de-
velop the acquisition documents required for
the program; require that all DoD procurement
and support of NSRWA efforts be sent to a single
contracting command and implement the initia-
tives established in the November 3, 2010, bet-
ter buying power memorandum; and request
the deputy secretary of defense to designate the
Army as the executive agent for NSRWA. In ad-
dition, the assistant secretary of the Army for ac-
quisition, logistics and technology should issue a
formal charter for the NSRWA project manager.
Management comments were partially respon-
sive to the recommendations. Additional com-
ments were requested to the final report. This
report is FOUO.

Report No. DODIG-2012-036

& Summary Report on DoD’s Management of

Undefinitized Contractual Actions

Overview: Public Law 99-591, section 908(b)

requires DoD IG to periodically audit un-

definitized contractual actions and submit a re-
port to Congress. This is a summary of five re-
ports discussing DoD compliance with section

2326, title 10, U.S.C. DoD IG reviewed a non-

statistical sample of 251 UCAs with a total not-

to-exceed value of about $15 billion awarded
by the Army Contracting Command-Redstone

Arsenal, Naval Air Systems Command, Marine

Corps Systems Command, Air Force Electronic

Systems Center and Air Force Space and Missile

Systems Center from FY 2004 through 2009. The

purpose was to determine whether contracting

personnel complied with the restrictions of sec-
tion 2326 and if they appropriately justified and
definitized UCAs at reasonable prices.

Findings: DoD contracting personnel did not

consistently comply with statutory and DoD re-

quirements for managing UCAs for 216 of 251

UCAs. DoD contracting personnel did not:

o Definitize 132 UCAs within the 180-day
time frame because of inadequate contrac-
tor proposals, staffing shortages and chang-
ing government requirements.

o Adequately support their profit determi-
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nation for 118 UCAs because they did not
adequately document their consideration of
reduced cost risk or the inputs used to cre-
ate the profit objective.

o Obligate funds within allowable limits
for 109 UCAs because they miscalculated
the obligation amount and decreased the
not-to-exceed value without adjusting the
amount obligated or they did not take steps
to comply with the Office of Defense Pro-
curement.

o Properly justify the issuance of 60 UCAs be-
cause they did not adequately describe the
necessity of a UCA to meet requirements.

o Adequately prepare authorization requests
to issue 59 UCAs because they did not
clearly define UCA approval delegations or
adequately address requirements in the au-
thorization requests.

o Adequately support the determination of
price reasonableness for 15 UCAs because
personnel were unable to provide docu-
mentation to support fair and reasonable
pricing.

Result: DoD assumed additional cost risk and

may have paid excessive profit and more than

fair and reasonable prices. DoD IG recom-
mended defense procurement and acquisition
policy personnel revise the Defense Federal Ac-
quisition Regulation Supplement Procedures,

Guidance and Information to provide additional

guidance for managing UCAs. Management

partially agreed with the recommendations and

DoD IG requested additional comments.

Report No. DODIG-2012-039

Improvements Needed With Identifying
Operating Costs Assessed to the Fleet Readiness
Center Southwest

Overview: DoD IG determined whether DLA
Aviation San Diego correctly assessed its operat-
ing costs to Fleet Readiness Center Southwest for
providing supply, storage and distribution. DLA
Aviation San Diego assessed their total estimated
operating costs to FRCSW through an annual,
fixed-price agreement. Of the $70.1 million in
estimated operating costs from FY 2009 through
FY 2011, DoD IG reviewed $59.3 million of the
estimated operating costs to determine whether
the costs were allowable and supportable.
Findings: DLA Aviation San Diego officials did



not correctly assess their operating costs for pro-
viding SS&D support to FRCSW. Specifically,
DLA Aviation San Diego officials assessed $17.6
million in operating costs for services that were
outside the scope of their SS&D responsibilities
and $5.1 million in operating costs for services
that were potentially not SS&D. This occurred
because the commander, DLA Aviation San Di-
ego, the director, DLA Finance Aviation, and
comptroller, FRCSW did not develop a local
support agreement that clearly identified ser-
vices performed and costs associated with those
services. In addition, neither DLA Finance Avia-
tion Office nor DLA Aviation San Diego Materi-
al Management Division personnel developed or
implemented policies and procedures that iden-
tified, estimated and documented DLA Avia-
tion San Diego operating costs. As a result, DLA
Aviation San Diego could reduce its operating
costs for providing SS&D to FRCSW by approxi-
mately $5.8 million per FY. Furthermore, DLA
Aviation San Diego could not provide sufficient
documentation for $13.9 million in estimated
SS&D support costs.

Result: DoD IG recommended that the com-
mander, DLA Aviation San Diego, and the direc-
tor, DLA Finance Aviation, coordinate with the
comptroller, FRCSW, to develop and implement
a local support agreement; establish a quality
control process to review the operating costs
assessed to the FRCSW; and reduce operating
costs in future years by not performing services
outside the scope of SS&D support or that are
not the responsibility of DLA Aviation San Di-
ego. Management did not fully respond to the
recommendation. DoD IG requested additional
comments to the final report.

Report No. DODIG-2012-049

& CGuidance  Needed to Prevent Military
Construction Projects from Exceeding the
Approved Scope of Work

Overview: DoD IG evaluated the requirements
development process for military construction
projects in Afghanistan; specifically, the Army
and Air Force requirements development and
design processes for 17 projects, totaling ap-
proximately $456 million. DoD IG determined
whether the requirements development and
design processes resulted in statements of work
that defined requirements, had measurable out-

comes and met the needs of DoD.

Findings: The Army and Air Force require-
ments development and design processes for
the 17 projects reviewed resulted in defined re-
quirements, measurable outcomes and projects
that generally met DoD needs. Despite the pro-
cesses, one Air Force project did not fully meet
DoD’s needs. Specifically, the Air Force project
justification required the repair of a runway to
be C-17 aircraft capable but the justification did
not include a requirement for wider taxiways to
support C-17 aircraft. Subsequently, Congress
approved a separate project that included the
necessary taxiway to fully meet DoD needs. In
addition, the design process for three of the 17
projects did not result in Army Corps of Engi-
neers and Air Force Center for Engineering and
the Environment officials constructing facilities
in accordance with facility sizes on the congres-
sional request for authorization. This occurred
because the scope of work variations permissible
by section 2853, title 10, U.S.C., from the con-
gressional request for authorization are unclear
and inconsistently applied. As a result, DoD
officials do not have assurance that MILCON
projects are built consistent with congressional
intent and in accordance with legislative require-
ments. Additionally, AFCEE officials improperly
authorized the construction of facilities for one
project. This occurred because AFCEE officials
did not conduct scope verifications and perform
proper contract administration. As a result, AF-
CEE officials improperly authorized the expen-
diture of at least $3.3 million.

Result: DoD IG recommended that the deputy
under secretary of defense for installations and
environment issue clarification guidance to de-
fine the scope of work outlined in section 2853,
title 10, U.S.C., which may not be exceeded.
Once the deputy under secretary of defense for
installations and environment issues clarifying
guidance, DoD IG recommends that the com-
manding general, USACE, and director, AFCEE,
develop and implement procedures to perform
scope verifications to ensure compliance with
section 2853, title 10, U.S.C. DoD IG also recom-
mended that the director, AFCEE, identify the
officials responsible for not performing proper
contract administration, perform a review of
the contract file to ensure it is complete and
accurate, and initiate administrative action, as

DoD IG evaluated the requirements
development process in Afghanistan.
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NAVAUDSVC reviewed the selection
and assignment process of Navy pilots.

were apparently not sufficient to ensure that all
computers released from Navy control had the
required encryption software installed on their
hard drives or personnel were unaware of the
policy. The release of hard drives puts the DON
at an unnecessary level of risk for significantly
costly breaches of PII and DON-sensitive
information.

Report No. N2012-0009

Financial Management

Department of the Navy Military Standard
Requisitioning and Issue Procedures Internal
Controls

The audit objective was to verify that Military
Standard Requisitioning and Issue Procedures
were used in accordance with established
guidance, and that internal controls were in
place to prevent fraud, waste and abuse at
selected Department of the Navy commands/
activities. NAVAUDSVC findings indicated
that there were several significant opportunities
to improve the management of MILSTRIP
processes at the Navy commands reviewed.
At those commands, MILSTRIP processes
for procurement, accounting for warehouse
items and authorizing information technology
purchases did not provide an effective internal
control environment. The Navy commands did
not have proper oversight nor did they maintain
proper supporting documentation, such as
requisitions, receiving reports and invoices for
many DoD purchases. Opportunities existed to
improve internal controls over maintaining and
reconciling accounting and purchase-related
records.

Report No. N2012-0022

Human Capital

Naval Pilot and Naval Flight Officer Diversity

The objective of this audit was to verify that
the processes leading to the selection and
assignment of naval pilots/flight officers support
diversity. NAVAUDSVC determined that despite
recent increases in minority enrollments at the
U.S. Naval Academy and Naval Reserve Officer
Training Corps, new naval pilot/flight officer
accessions are not on track to reflect the diversity
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of the nation. This condition existed because
some minority groups had lower than expected
rates of enrollments in commissioning sources,
graduations from commissioning sources,
preferences for naval pilot/flight officer careers
and selection as naval pilot/flight officers. It was
also found that for some minority groups the
averaged scores during flight training were low.
Report No. N2012-0001

Individual Augmentee Reintegration Process
The audit objective was to verify that returning
Navy and Marine Corps individual augmentees
were receiving the support needed throughout
the deployment cycle to reintegrate with family,
community and employers. The Marine Forces
Reserve did not effectively execute the Yellow
Ribbon Reintegration Program for individual
augmentees. None of the 112 individual
augmentees in the NAVAUDSVC sample
were provided with at least one deployment
support and reintegration event for each of
the five mandatory intervals, as required
by under secretary of defense Directive-
Type Memorandum 08-029. This condition
existed because not all voluntary individual
augmentees were adequately identified and
tracked throughout the deployment cycle; not
all individual augmentees were provided with
sufficient reintegration event information;
Yellow  Ribbon  Reintegration  Program
guidance was misinterpreted regarding the
characteristics for providing a post-deployment
event; compliance and effectiveness metrics
were not established and the program was not
identified as an assessable unit in the Marine
Forces Reserve Internal Control Program. As a
result, not all individual augmentees received
the support thought by Congress and DoD to be
needed to reintegrate with family, community
and employers.

Report No. N2012-0015

Infrastructure and
Environment

Strategy for Considering Energy Efficient
and Renewable Energy Initiatives Associated
with the United States Marine Corps Guam
Relocation Effort




The audit objective was to verify that the
Department of the Navy had a strategy for the
consideration and implementation of energy
efficient and renewable energy initiatives for
the Marine Corps Guam relocation effort.
NAVAUDSVC found that Naval Facilities
Engineering Command, Pacific, developed a
building energy strategy, but at the time of the
site visit, an implementation plan for this strategy
had not been developed. The goal of this strategy
was to deliver the highest level of environmental
improvement to meet federal mandates at the
lowest cost level. The strategy was planned
for facilities to achieve a 40.2 percent energy
reduction, and a 13.5 percent renewable energy
purchase requirement, which would exceed
federal mandates. Since NAVAUDSVC’s site visit,
NAVFAC Pacific drafted an implementation
plan for the building energy strategy that lacked
critical elements. In addition, while viable base-
specific renewable energy initiatives were not
recommended or incorporated into the strategy
for the future Marine Corps Base on Guam,
NAVFAC Marianas evaluated potential island-
wide renewable energy initiatives for Guam. This
occurred because the strategy focused mainly on
reducing energy consumption within individual
facilities and buildings, but not base-wide. As
a result, other viable initiatives might not be
incorporated into the design and construction
of the future Marine Corps Base to minimize
energy consumption and maximize the use of
renewable energy. Management concurred with
all recommendations, the corrective actions
met the intent of the recommendations and the
recommendations were considered closed at the
time of audit publication.

Report No. N2012-0004

Consideration of Requirements for U.S. Marine
Corps Training Ranges Associated with the
Relocation of Marine Corps Forces to Guam

The audit objective was to verify that
requirements for Marine Corps training ranges
were appropriately addressed in the planning
for the relocation of the Marine Corps Forces to
Guam. NAVAUDSVC found that the relocation
plans did not fully address Marine Corps
training range requirements of the relocating
forces. 'This occurred, in part, because the
training range requirements used to initiate

the National Environmental Policy Act process
and the subsequent Environmental Impact
Statement were not fully defined. In addition,
decisions were made to provide for individual
and small unit training range requirements to be
located on Guam and Tinian, but to only plan for
those ranges that did not have an adverse impact
to cost, schedule or environmental planning. If
required training ranges are not included in the
relocation plans, Marine forces in Guam may be
required to make unnecessary travel to obtain
required training elsewhere, which could lead to
increased costs, limited training opportunities
and decreased unit readiness. Additional
planning could be required which may adversely
impact cost and schedule of the relocation. In
addition, NAVAUDSVC determined that Marine
Corps training and readiness manuals should be
updated to include all required training events
and range requirements with standardized
planning details. Management concurred with
all recommendations, and the corrective actions
met the intent of the recommendations.

Report No. N2012-0008

Selected Department of the Navy Military
Construction Projects Proposed for Fiscal Year
2013

The audit objective was to verify that the selected
military construction projects were needed and
the scope requirements were supported. The
NAVAUDSVC identified unneeded and over-
scoped projects and made recommendations
to cancel the projects that were not needed
and reduce the scope of the over-scoped
projects. The commandant of the Marine
Corps and commander, Navy Installations
Command agreed with the recommendations
and the associated potential monetary benefits.
Both commands took appropriate corrective
actions and NAVAUDSVC considers all of the
recommendations closed.

Report No. N2012-0012

Reporting of United States Marine Corps
Aviation Fuel Consumption

The overall objective was to verify that the
Marine Corps was accurately reporting aviation
fuel consumption. NAVAUDSVC reviewed
a sample of 474 FY 2010 Fuel Enterprise
Server fuel transactions. For the supported

NAVAUDSVC conducted review of
Marine Corps training ranges in Guam.
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NAVAUDSVC reviewed a sample of
Fuel Enterprise Server fuel transactions.

transactions, NAVAUDSVC found that the
quantities of fuel reported in the Fuel Enterprise
Server were accurate. However, NAVAUDSVC
found opportunities to improve the aviation fuel
consumption reporting process. The internal
control weakness occurred because oversight
was not sufficient to ensure that Marine Aviation
Logistics Squadrons’ personnel received the
fuel documentation from the Marine aircraft
squadrons, or maintained the documents after
completing the reconciliations, as required.
NAVAUDSVC  estimates that supporting
documentation was not readily available for
transactions representing 44 percent of the
125,031,672 gallons of fuel purchased by the
Marine Corps. Therefore, the Marine Corps
did not have assurance that the FY 2010
aviation fuel consumption was accurately
reported. Management concurred with all
recommendations, and the corrective actions
met the intent of the recommendations.

Report No. N2012-0013

Other

Defense Travel System — Marine Corps

The audit objective was to verify that internal
controls over the approval of travel authorizations
and vouchers in the Defense Travel System
for the Marine Corps were effective and in
compliance with applicable laws and regulations.
The NAVAUDSVC found that Marine Corps
activities did not have proper separation of
duties concerning Defense Travel System-
related functions. Specifically, Defense Travel
Administrator functions that allow complete
access to the system were not separated from
travel voucher review and approval functions as
required by Department of Defense guidance.
The lack of separation of duties represents an
internal control weakness and places the Defense
Travel System at risk for financial loss through
misuse of the system. NAVAUDSVC also found
that authorizing officials were approving travel
expense payments that were not supported by
receipts or were not allowable under guidance.
This occurred because of insufficient training.
NAVAUDSVC made eight recommendations to
the Marine Corps to improve internal controls;
and to request Defense Travel System changes
so the system prevents administrators from also
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reviewing and approving travel vouchers (the
authorizing official function), and to create an
exception report for management review when
an administrator approves a travel voucher.
Report No. N2012-0010

Suicide Crisis Links and/or Phone Numbers on
Department of the Navy Websites

The audit objective was to verify that the
Department of the Navy initial response to
Sailors and Marines requesting assistance related
to suicidal behavior was handled appropriately.
NAVAUDSVCfocused on whether DON websites
posted links/phone numbers to suicide-related
prevention or crisis services. NAVAUDSVC
found that 22 percent (321 of 143) of Navy home
pages searched did not have a required working
link to the National Suicide Prevention Lifeline
in accordance with Navy Admin 178/11 of June
9, 2011, which states “Every Navy homepage
now has a direct lifeline link to a live chat staffed
by Veterans Affairs professionals” It should be
noted that NAVAUDSVC found 100 percent
(20 of 20) of selected Navy Operational Support
Center websites posted working links. In
addition, NAVAUDSVC found that 54 percent
(30 of 56) of Marine Corps websites searched
did not advertise a suicide crisis link or phone
number, such as the National Suicide Prevention
Lifeline, on their home page or within their
website. However, this was not a requirement for
the Marine Corps. Not having this information
available is potentially a missed opportunity to
encourage Sailors and Marines to seek assistance
in a critical time of need.

Report No. N2012-0017

Defense Travel System - Navy Controls Over
Unsettled Travel Authorizations

The audit objective was to verify that internal
controls over unsettled travel authorizations
and resulting vouchers in the Defense Travel
System for the Navy were effective and in
compliance with applicable laws and regulations.
NAVAUDSVC found that the Navy had
unliquidated travel authorizations at least 28
days old. In addition, the Defense Travel System
did not correctly transfer scheduled partial
payments to the accounting system, transferring
them as travel payments instead of advances
to travelers. Applicable guidance states that




travelers must submit travel vouchers within five
working days after returning from the trip. These
conditions existed because travelers did not
file their vouchers within five working days as
required by the Joint Federal Travel Regulation
and Defense travel administrators did not
identify unliquidated travel authorizations nor
take action to liquidate the travel authorizations.
The impact was that scheduled partial payments/
advances to travelers were not collected
timely and funds were not deobligated timely.
NAVAUDSVC made 17 recommendations to
improve internal controls to the Navy Defense
Travel System Program Management Office and
ten commands.

Report No. N2012-0020

The Naval Criminal Investigative Service is the
primarylaw enforcementand counterintelligence
arm of the DON. It works closely with other
federal, state, local and international police and
security services on serious crimes affecting
the DON, including homicide, sexual assault,
procurement fraud and other crimes against
persons and property. NCIS also has a significant
national security mission, investigating such
crimes as terrorism, espionage and computer
intrusion. In the combating terrorism arena,
NCIS provides both offensive and defensive
capabilities to the DON. In the offensive context
(performing the “counterterrorism” mission),

NCIS conducts investigations and operations
aimed at interdicting terrorist activities. In the
defensive context (performingthe “antiterrorism”
mission), NCIS supports key DON leaders with
protective services and performs vulnerability
assessments of military installations and areas to
which naval expeditionary forces deploy. NCIS
also leverages its investigative capabilities as it
conducts its indications and warning mission
for the DON, fusing threat information from
an array of sources and disseminating threat
products to naval elements around the world on a
24-hour basis. Below are investigative highlights
of NCIS cases for the current reporting period.

Significant Activities

Crime Reduction

During the reporting period, NCIS fraud

investigations resulted in nearly 40 convictions

and more than $2.5 million returned to the
government in fines, forfeitures and restitution.

Examples include:

o NCIS recovered more than $1.8 million
worth of stolen warfighting equipment
and identified 47 active-duty military and
21 civilians on and around Marine Corps
Base Camp Lejeune suspected of trafficking
high-value military gear on Internet auc-
tion sites. The undercover operation was
initiated after NCIS observed a significant
increase in on-base larcenies in which simi-
lar items were taken, including night vision
goggles, rifle optical scopes, suppressors, la-
sers and other International Traffic in Arms
Regulations restricted items. The ongoing
NCIS operation combined the efforts of
DCIS; Department of Homeland Security;
Bureau of Alcohol, Tobacco, Firearms and
Explosives; Defense Logistics Agency; FBI;
North Carolina State Bureau of Investiga-
tion and several local North Carolina police
agencies.

o InJanuary2012,NCIS concluded a four-year
long undercover operation targeting com-
panies suspected of selling counterfeit or
substandard aircraft or weapon system parts
to DoD. Undercover agents purchased and
tested suspected nonconforming parts and
NCIS confirmed approximately $750,000
worth of fraudulent components had been
imported and distributed to Navy suppliers.
The effort was conducted in support of the
Naval Air Systems Command in Patuxent
River, Maryland, and combined the efforts
of eight U.S., law enforcement agencies. At
least three of the implicated companies sold
counterfeit integrated circuits to the De-
fense Supply Center Columbus, the Navy’s
major supplier of micro components.

o NCIS is pursuing a global counter fraud
initiative launched after a 2010 Naval Audit
Service initiative identified a Defense Travel
System embezzlement scheme. The ensuing
NCIS-NAVAUDSVC initiative implicated
ten DTS administrators who allegedly ma-

“During the reporting
period, NCIS fraud
investigations
resulted in nearly

40 convictions and
more than $2.5
million returned to
the government in
fines, forfeitures and
restitution.”
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nipulated e-mail and banking information
and falsified or altered travel vouchers to
divert $433,500 in DTS funding to bank ac-
counts they controlled. An inspection of the
system revealed several potential vulnera-
bilities that NCIS briefed to commands and
for which those commands were instructed
to conduct self-inspections of DTS accounts
with guidance on how to identify and re-
port suspected fraudulent activity. The U.S.
Attorney’s Office for the Eastern District of
Virginia is prosecuting.

During the investigation of a large scale
credit card fraud ring, NCIS cyber special-
ists quickly conducted a highly technical
examination of more than 100 pieces of di-
verse digital evidence seized by agents. The
analysis led to identifying suspects and ad-
ditional victims and neutralized a criminal
enterprise that preyed on Navy military and
civilian employees aboard the Norfolk Na-
val Base, Va. Beyond the computers, game
consoles and cell phones examined, NCIS
used capabilities to bypass an iPhone pass-
word, identified incriminating text mes-
sages and recovered a key scanner database
password. NCIS was able to access an en-
crypted credit card scanner that contained
the identities of known victims and led to
identifying numerous additional victims.
The efforts of NCIS enabled the prosecu-
tion team to present highly technical and
complex investigative processes in easy to
understand, laymen’s terms resulting in all
suspects pleading guilty without any pre-
liminary hearings and receiving prison sen-
tences ranging from seven to 35 years.
During the past six months, more than 300
anonymous tips were reported through the
NCIS text and web tip hotline, 287 through

from the Navy. Since its inception in April
2011, the program has collected almost 500
criminal intelligence tips and has led to the
recovery of more than $68,000.

In addition to ongoing joint counter pi-
racy efforts, NCIS took the lead in creating
a comprehensive manual for investigating
piracy. The Guide for Investigating Acts
of Maritime Piracy, published in October
2011, is a compilation of best practices and
expertise from more than 20 international
law enforcement and security partners. It is
already widely accepted as the authority for
investigative responses and procedures dur-
ing all phases of a piracy investigation, from
the initial on-scene assessment to evidence
collection, debriefs and collaboration with
prosecutors.

Forward-deployed NCIS agents produced
221 intelligence information reports on
maritime piracy closing intelligence gaps
identified by the Office of Naval Intelligence,
Naval Forces Central Command, and U.S.
African Command. NCIS remains a key
partner in Combined Task Force 151, the
front-line international counter piracy force
that patrols shipping lanes and responds to
piracy events.

On October 21, 2011, a suspected pirate
identified in an ongoing joint FBI and NCIS
investigation was sentenced to life in prison
for his role in an attack on the Quest sailboat
in February 2011 that resulted in the deaths
of four Americans. NCIS provided investi-
gative support through the Middle East and
Norfolk field offices and conducted debriefs
with the suspected pirates. So far, 11 sus-
pects have pleaded guilty to piracy-related
charges and seven have been sentenced.

the website, 12 by text message and two Global Partnerships and Capacity-Building
from its smart phone application. Tipsters In support of Navy and Marine Corps global
provided real-time, actionable intelligence reach and forward presence goals, NCIS has
leading to 27 investigations ranging from aggressively pursued a global partnership
basic housing allowance fraud to espionage network that supports naval global reach
and illegal drug use. In November 2011, objectives with effective host nation law
NCIS relayed a tip about USS Stennis per- enforcement and security capabilities and timely
sonnel smoking the synthetic drug, “spice,” and efficient cooperation, coordination and
aboard the ship to Stennis investigators; communication. Examples include:

three sailors admitted they used the synthet- « NCIS provided vessel tracking and basic
ic drug and were administratively separated technical investigative training to the Re-
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public of Cape Verde judicial police through
cogent partnership, a U.S. AFRICOM coun-
ternarcotics initiative to enhance host-
nation interdiction capabilities and mul-
tinational coordination and cooperation.
Subsequently, in October 2011, the police
arrested four suspected drug traffickers and
interdicted more than 1,500 kilograms of
cocaine—the country’s largest narcotics sei-
zure. NCIS and the Drug Enforcement Ad-
ministration have been working jointly with
the Cape Verde Judicial Police to examine
weapons, sensitive evidence and technical
equipment seized during the interdiction.
In February 2012, NCIS provided narcotics
intelligence to its Operation RIPTIDE task
force that directly resulted in the seizure of
$5 million worth of heroin and metham-
phetamines in the U.S. Central Command
area of responsibility. Operation Riptide is
a counter-narcoterrorism task force com-
prised of NCIS, DEA, the Office of Naval
Intelligence and the United Kingdom’s Se-
rious Organized Crime Agency that sup-
ports Combined Task Force 150, Naval
Forces Central Command and Combined
Maritime Forces assets to identify and stop
the flow of illegal drugs from Afghanistan,
Pakistan and Iran.
NCIS continued to support theater security
cooperation and assist foreign and domes-
tic partner capacity building through law
enforcement and security interoperability
seminars. Since November 2011, NCIS has
provided numerous interoperability semi-
nars directly or as part of the Navy Africa
and Southern Partnership Stations includ-
ing:

o Improvised explosive device and vehi-
cle-borne improvised explosive device
recognition and post-blast crime scene
investigation for law enforcement offi-
cers from several Middle East nations.

«  Port facility physical security practices
for host Southeast Asian law enforce-
ment and security officers encompass-
ing port security, improvised explosive
device recognition and threat manage-
ment, and cargo container inspection.

o Installation surveillance detection for
Caribbean, Central and South Ameri-

can law enforcement officers and secu-
rity specialists as part of the SOUTH-
COM Southern Partnership Station
program. Instruction included surveil-
lance methodology, facility and area
analysis, and route analysis.

«  Port facility physical security practices
for law enforcement and security of-
ficers from several Caribbean nations
encompassing installation access con-
trol, intrusion detection systems, mari-
time threats, officer safety use of force
continuum, high value asset protection,
service craft inspection and waterside
security and pier inspections. The sem-
inars demonstrated how to identify and
mitigate facility vulnerabilities.

Countering the Insider Threat
NCIS significantly increased biometric collec-
tion through information sharing agreements
with foreign partners and continued deployment
of advanced portable biometric devices. NCIS
added almost 11,500 enrollments to the DoD
Automated Biometric Identification System,
yielding nearly 475 matches. In an innovative
joint operation with a law enforcement partner
in CENTCOM, NCIS enrolled facial images of
nearly 900 refugees, resulting in three matches
with individuals of concern. Recent biometrics-
enabled successes include:

»  Through the combined efforts of NCIS, Ku-
waiti authorities and DEA, two suspected
drug couriers were arrested and enrolled
in the DoD Biometric-Enabled Watch List.
NCIS subsequently discovered their bio-
metric information matched that of two
contractors currently working as truck driv-
ers on the naval facility. They were placed
on the watch list, disqualified from employ-
ment and denied access to the base.

« InNovember 2011, NCIS discovered that an
applicant for access to a U.S. installation in
Bahrain was suspected of terrorism and was
listed on the TSA “No-Fly List” NCIS col-
lected biometric information and placed the
suspect on the DoD watch list.

o In January 2012, NCIS agents conducting
a routine employee screening learned that
a third-country national in Bahrain had
fraudulently attempted to enter the United

NCIS provided vessel tracking and
basic technical investigative training.

OCTOBER 1, 2011 TO MARCH 31, 2012 |77




NCIS investigated cost mischarging at
the Naval Oceanographic Center.

States. The criminal record was discovered
when NCIS received a positive match with
FBI and DoD databases.

«  While deployed to Afghanistan, NCIS poly-
graph examiners conducted more than 575
examinations including one conducted on
an Afghan source that had been captured
by anti-coalition forces. On his release, the
source contacted his International Security
Assistance Force handlers and requested a
meeting. While his handlers suspected him
of giving up sensitive information during
his captivity, the source adamantly denied
providing the enemies any information. He
was turned over to the NCIS polygraph ex-
aminer for testing. He failed the exam and
confessed to providing anti-coalition forces
information regarding the work he had
been performing for the Americans, and
that he compromised the identities of ap-
proximately 10 other men from his village
working for the Americans.

Significant Investigative Cases

$2.17 million Settlement in Conflict of Interest
Case

Overview: NCIS initiated a joint investigation
with DCIS and General Services Administration
into alleged cost mischarging at the Naval
Oceanographic Office at Stennis Space Center
in Mississippi. No merit to the allegations
of product services substitution was found.
However, NCIS discovered evidence of
preferential treatment in awarding a contract to
provide support services for the at the National
Center for Critical Information Processing and
Storage at Naval Oceanographic Major Shared
Resource Center. The investigation revealed that
both the center’s director and deputy director
had provided confidential information before
a $2.4 billion contract was awarded to SAIC,
in violation of the Procurement Integrity Act.
Additionally, requirements defined by Dale
Galloway, former director of the Information
Technology Center for Space and Naval Warfare
Systems Command, violated conflict of interest
standards. During the investigation, seven DoD
IG subpoenas were served, 65 depositions were
taken and more than one million documents
were reviewed. In June 2009, the Department of
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Justice filed a civil complaint against Lockheed
Martin, SAIC, Applied Enterprise Solutions
and the implicated Naval Oceanographic Office
officials for knowingly violating the False Claims
Act.

Result: The final settlement was reached on
September 27, 2011, when Applied Enterprise
Solutions and its owner Dale Galloway agreed
to pay nearly $2.17 million, bringing the total
settlement value to about $30 million.

Marine Sentenced to 30 Years for Rape of a Child
Overview: In July 2011, a Marine staff sergeant’s
wife told NCIS that she saw her husband
“French kissing” their 11-year old daughter.
NCIS examined the crime scene at their home
aboard Marine Corps Base Camp Pendleton
and collected evidence from the house and
from the staff sergeant’s private vehicle. During
interrogation the Marine confessed to having
sexual intercourse with his daughter for the past
two years.

Result: At a general court-martial in January
2012 the staff sergeant pleaded guilty to violating
UCM]J Article 120 - Rape and Carnal Knowledge
and Article 125 - Sodomy. He was sentenced to
30 years confinement, dishonorable discharge,
reduction in rate and forfeiture of all pay and
allowances.

Sailor Sentenced to 21 Years for Murdering a
Child

Overview: In January 2011 a Navy fireman
brought his unconscious and unresponsive
5-month old daughter to the U.S. Naval Hospital
at Yokosuka, Japan. Doctors were unable to
revive the child. NCIS examined the crime scene
and interrogated the father who confessed that
he caused the baby’s injuries and demonstrated
two “karate chops” he made to the girl’s chest
that ruptured her heart.

Result: At general courts-martial in February
2012 the Navy fireman pleaded guilty to
violating UCM] Article 118 - Murder. He was
sentenced to 21 years confinement, dishonorable
discharge, reduction in rate, and forfeiture of all
pay and allowances.

Petty Officer Sentenced to 12 Years for Child
Manslaughter
Overview: In September 2009 a petty officer




at Pear] Harbor Naval Station brought his
unresponsive 14-month old son to the
emergency room of an off-base hospital. Doctors
determined the child was suffering from cranial
and retinal bleeding. He was pronounced
brain dead and removed from life support. An
autopsy revealed the cause of death was abusive
head trauma. Neither parent could account for
the injuries during interviews with NCIS. The
mother agreed to a polygraph examination, and
NCIS determined that she was non-deceptive
regarding the child’s injuries. The petty officer,
however, continued to deny involvement.

Result: At a general court-martial in December
2011, the petty officer was found guilty of
violating UCM] Article 119 - Manslaughter
and Article 128 - Assault. He was sentenced to
12 years confinement, dishonorable discharge,
reduction in rate and forfeiture of all pay.

Commanding Officer Guilty of Sexual Assaults
Overview: NCIS investigated two sexual assault
complaints against the commanding officer of
the USS Momsen (DDG-92) in spring 2011.
The first woman claimed the commander had
been drinking with her and other crew members
before he coerced her into his stateroom and
sexually assaulted her in November 2010.
NCIS collected DNA from both the victim and
commander, and the forensic analysis results
were incriminating. During an interrogation the
commander claimed to have an alcohol problem
and that he drank heavily the night of the alleged
assault. A month later, a second female reported
that the commander sexually assaulted her in
December 2010 while she was on liberty. NCIS
conducted wire intercepts during which the
commander was recorded apologizing for the
assault.

Results: On October 17, 2011, at a general
court-martial, the commanding officer pleaded
guilty to violating UCM]J Article 120 - Rape and
Carnal Knowledge and Article 133 - Conduct
Unbecoming an Officer and a Gentleman.
He was sentenced to 10 years confinement,
forfeiture of all pay and allowances and dismissal.
Confinement was reduced to 42 months in a plea
agreement.

Five Sailors Guilty of Rape
Overview: In January 2011, a woman reported to

NCIS that she had been sexually assaulted by five
Navy service members in a local hotel after she
had consumed several alcoholic beverages with
them. Investigation obtained video surveillance
from both the bar and hotel. Photos and a video
found on the suspects’ cell phones were taken
during the sexual assault, which demonstrated
the womans state of intoxication. All five
suspects admitted having intercourse with her,
and all but one admitted she was too intoxicated
to give consent.

Result: On November 18, 2011, at a general
court-martial, the last suspect pleaded guilty to
violating UCM] Article 86 — Absence without
Leave, Article 92 - Failure to Obey Order
or Regulation, and Article 120 - Rape and
Carnal Knowledge. He was sentenced to nine
years confinement and must register as a sex
offender upon release. At an earlier general
court-martial, two sailors pleaded guilty to
violating UCM]J Article 120 and were sentenced
to 10 years confinement (eight and one-half
years suspended) and eight years (five years
suspended). At a general court-martial, two
sailors were found guilty of violating UCM]
Article 81 - Conspiracy and Article 120 and
sentenced to confinement for eight and three
years. All sentences included reduction in
rate, forfeiture of all pay and allowances and
dishonorable discharge.

Sailor Sentenced to 75 months for Possession
and Distribution of Child Pornography
Overview: In January 2011 an ongoing
NCIS operation identified a Navy electronics
technician of having downloaded and sharing
child pornography. NCIS made the discovery
after determining that a particular IP address
was likely used for downloading child sexual
abuse images. Agents remotely connected to the
computer and found 22 file names associated
with child sexual abuse images. Investigation
further resolved the IP address to a sailor aboard
Naval Submarine Base New London. The sailor
admitted to knowingly downloading and sharing
child pornography.

Result: On December 6, 2011, at a general
court-martial, the sailor pleaded guilty to
violating UCM]J Article 134 — General Article
for possession of computer hard drives
containing child pornography and distribution
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Air Force

AFAA reviewed Air Force range
optimization training.

of child pornography. He was fined $25,000 and
sentenced to 75 months confinement, reduction
in rate, forfeiture of pay and allowances and a
dishonorable discharge.

The Air Force Audit Agency mission is to provide
all levels of Air Force management timely,
relevant and quality audit services by reviewing
and promoting the economy, effectiveness
and efficiency of operations; assessing and
improving Air Force fiduciary stewardship
and the accuracy of financial reporting; and
evaluating programs and activities and assisting
management in achieving intended results.
The AFAA is committed to reaching out to Air
Force customers at all levels. To support Air
Force decision makers, the AFAA is composed
of approximately 700 members spanning
more than 50 worldwide locations. The AFAA
conducts centrally directed, Air Force-wide
audits in numerous functional areas to support
Air Force senior leaders. Installation-level
audit teams provide additional audit services to
installation commanders.

To provide Air Force officials timely, responsive,
balanced and value-added audit services, AFAA
audit planning methods include frequent contact
with Air Force senior leaders and Joint Audit
Planning Groups. The FY 2012 Audit Plan was
prepared in partnership with Air Force decision
makers to address the most significant areas of
management concern. As such, AFAA ongoing
and planned audits address many of the Air
Force’s most critical programs and initiatives,
including topics on electronic warfare,
intelligence gathering, force management,
installation security, control of nuclear-related
material, aircraft systems acquisition, health
initiatives and auditable financial statement
preparation.

During the first half of FY 2012, the AFAA
published 62 centrally directed audit reports,
made more than 105 recommendations to
Air Force senior officials and identified $576.4
million in potential monetary benefits. The
following paragraphs provide and synopsize a
few examples of AFAA audit coverage related
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specific DoD management challenge areas.

Joint Warfighting and
Readiness

Worldwide War Reserve Materiel

The War Reserve Materiel program supports the
National Security Strategy with assets acquired,
positioned and maintained to meet Secretary of
Defense Strategic Planning Guidance objectives.
As such, WRM assets support wartime activities
reflected in the Air Force War and Mobilization
Plan for requirements over and above primary
operating stocks and deployed equipment. As
of February 2011, Air Force personnel managed
WRM at more than 100 installations, including
approximately 264,000 Standard Base Supply
System authorizations exceeding $4 billion and
about 129,000 on-hand assets valued at $2.26
billion. Although Air Force personnel accurately
determined WRM requirements, they either
misstated or duplicated about 161,000 SBSS
authorizations valued at $2.1 billion. In addition,
personnel did not actively pursue WRM
redistribution, prioritize the need for almost
30,000 WRM asset shortages valued at $299.8
million or submit consumable requirements
totaling $286.7 million. Maintaining accurate
SBSS authorizations helps the Air Force retain
only appropriate equipment and deleting
duplicated authorizations would allow the Air
Force to reduce buy and budget requirements
by more than 1,200 authorizations and put $17.6
million to better use over six years (execution
year and the Future Years Defense Program).
Further, establishing excess asset distribution
plans helps the Air Force maintain the highest
level of readiness in all theaters and ensures the
Air Force retains critical wartime assets while
reducing maintenance cost for unneeded assets.
Finally, distribution of excess assets would fill
shortages within the Air Force for more than
3,500 assets with requisitions valued at $57.8
million.

Report No.F2012-0003-FD3000

Air Force Range Optimization

Training air crews for combat requires access to
ranges suitable for actual or simulated weapons
delivery and dedicated airspace suitable for




air-to-air and air-to-ground tactics. Modifying
and developing ranges capable of supporting
these requirements is particularly important
given the advances in military technology to
combat threats emerging during contingencies.
During 2010, the Air Force was responsible for
providing range resources and infrastructure
to approximately 40 ranges with approximately
$521 million programmed for maintenance,
repair and modernization in FY 2011 through
2015. AFAA determined wunits optimized
training range flying hours, but personnel did
not develop or implement range capabilities
based on training requirements. Linking range
capabilities to supported training requirements
allows the Air Force to accurately report range
capabilities and defend range modernization
costs to senior Air Force, DoD and Congressional
leaders. Further, implementing identified
training range capabilities to address new
training requirements will allow the Air Force to
efficiently use $39.6 million in flying hour costs
over six years (execution year and the Future
Years Defense Program).

Report No. F2012-0004-FD3000

Air Force Emergency and Standby Generators

Emergency and standby generators provide
backup power to mission critical facilities and
functions during power outages. Emergency
generators are permanently installed on
mission critical facilities, while standby
portable generators provide backup power
as needed. As of March 1, 2011, the Air Force
maintained approximately 6,100 emergency
generators and 2,200 standby generators
valued at approximately $1 billion and $64
million, respectively. Air Force personnel
did not properly authorize 149 generators or
properly match 341 generators to facility load
requirements. Eliminating unauthorized and
oversized generator requirements will save the
Air Force $124.8 million over six years (execution
year and the Future Years Defense Program).
In addition, personnel did not account for 128
(15 percent) of 847 emergency and standby
generators reviewed. Properly accounting
for real property equipment is essential for
determining availability, location, and security of
vital equipment and facilities. Finally, personnel
did not test, perform oil changes or add safety

features to 347 generators. As a result, generators
may sustain costly equipment damage and may
not meet critical facility requirements in times
of need. In addition, lives are unnecessarily put
at risk when safety features are not properly
maintained.

Report No. F2012-0005-FD1000

Information Assurance,
Security, and Privacy

United States Air Forces Central Deployed
Locations Network Controls

The United States Air Forces Central employs
foreign nationals and contractors who require
area of responsibility network access in
performance of official duties. Foreign nationals
and contractors must meet information
assurance requirements before AFCENT
network personnel can grant them access to
the AOR network. In October 2010, more than
500 foreign nationals and 2,000 contractors
had access to the AOR network at seven AOR
locations. AFAA disclosed Air Force personnel
did not properly authorize access or configure
AOR network user accounts for foreign
nationals and contractors, did not label foreign
national and contractor email accounts for clear
identification, and did not restrict network access
to sensitive data includingaccess by unauthorized
foreign nationals and contractors. Thoroughly
investigated and approved foreign nationals and
contractors with properly configured accounts
decrease the risk of untrustworthy individuals
accessing sensitive information. In addition,
clear, easily identifiable email display names and
addresses decrease the risk of unintentionally
disclosing sensitive information to unauthorized
individuals. Finally, restricting access to shared
network drives and folders protects for official
use only, personally identifiable information and
other sensitive information from unauthorized
distribution and use. On March 18, 2011,
AFCENT network personnel restricted user
access to sensitive AOR network folders averting
more than $2.9 million in privacy breach
notification costs to the Air Force.

Report No. F2012-0001-FB4000

AFAA reviewed Air Forces central
deployed locations network controls.

AFAA evaluated Air Force emergency
and standby generators.
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Defense Enterprise Accountingand Management
System Selected System Controls

The Defense Enterprise Accounting and
Management System is an Office of Secretary
of Defense, Comptroller initiative designed to
transform business and financial management
processes and systems. Once properly designed,
DEAMS will provide accurate, reliable and
timely financial information to support effective
business decision making for U.S. Transportation
Command, Defense Finance and Accounting
Service and the Air Force. As of July 2010,
DEAMS program costs have exceeded $147
million. Management requested $838.8 million in
additional funding over the Future Years Defense
Program. AFAA determined DEAMS personnel
did not effectively implement segregation of
duties, interface and configuration management
controls. Strengthening segregation of duties,
interface and configuration management
controls will enhance data integrity; promote
complete, timely, reliable and auditable financial
data; and could result in more than $86 million
in potential monetary benefits.

Report No. F2012-0003-FB2000

Information Technology
Identification Process

Within the Department of Defense, information
technology portfolio managers are charged
to identify opportunities for consolidation,
avoidance of IT system duplication, and if
there is a need for new investments, to enable
reengineered processes to fill the gaps in
capabilities. Historically, IT resources have been
managed and acquired as stand-alone systems
rather than an integral part of a net-centric
capability, resulting in duplicate investments in
systems or platforms that deliver the same or
similar capabilities. As of September 9, 2011,
there were 2,335 IT investments registered in
the Enterprise Information Technology Data
Repository. The FY 2012 IT budget reported
for the president’s budget is $6.75 billion. AFAA
determined Air Force IT governance and criteria
did not incorporate effective review procedures
to identify and prevent IT duplication. In
addition, Air Force management did not develop
or implement an effective training program for
portfolio managers to detect IT duplication.
Establishing an effective methodology to detect

Duplication
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IT duplication within the Air Force will help
eliminate duplication and make more funds
available to aid the warfighter. In addition,
establishing a portfolio management IT training
and education program that includes identifying
and eliminating duplicate IT systems will help
enhance the Air Force’s tactical, operational and
strategic missions.

Report No. F2012-0004-FB2000

Air National
Security

Air National Guard base local area networks
are information systems connected to the
Air Force Network. To maintain information
system security, the Air Force requires the ANG
to comply with DoD Information Assurance
Certification and Accreditation Process and the
Federal Information Security Management Act
of 2002. As of November 5, 2010, ANG reported
150 base local area networks in the Enterprise
Information Technology Data Repository. An
audit to determine whether the ANG effectively
managed information system security revealed
ANG officials did not properly perform system
certification and accreditation. Noncompliant
system certification and accreditation could
result in undetected security vulnerabilities,
presenting unnecessary and avoidable risks
to the Air Force Network. Further, ANG
personnel did not properly register systems in
the Enterprise Information Technology Data
Repository. Incomplete and inaccurate system
registration contributes to erroneous network
security assessments and inaccurate FISMA
status reporting to the Office of Management
and Budget and Congress. Finally, ANG officials
did not effectively manage system user accounts.
To maintain the confidentiality, integrity and
availability of critical Air Force information
systems, system administrators assign unique
access rights and permissions to users to ensure
system and data access is limited to only those
authorized.

Report No. F2012-0002-FB4000

Guard Information Systems

Acquisition Processes and
Contract Management




Green Procurement: Standard Base Supply
System Purchases

The Federal Green Procurement Program
mandates agencies implement sustainable
environmental practices for the acquisition
of green products. Agencies are required
to purchase United States Environmental
Protection Agency-designated recycled-content
and Department of Agriculture-designated
biobased products. Air Force personnel use the
Standard Base Supply System to order supplies,
including EPA- and USDA-designated antifreeze,
refined lubricating oil, sorbents and vehicle
tires. In FY 2010, the Air Force spent more than
$17 million on these four products and more
than $2.9 billion on all SBSS purchases. AFAA
auditors determined Air Force personnel did
not purchase green alternatives for gear oil and
sorbents and missed opportunities to purchase
retread vehicle tires. Buying recycled and
biobased products complies with federal laws,
conserves natural resources, reduces waste and
improves human safety and health. Maximizing
green alternative purchases could save the Air
Force $2.8 million over six years (execution
year and the Future Years Defense Program).
In addition, Air Force personnel did not make
cost-efficient tire purchases for at least 79 stock
numbers reviewed. Making cost-efficient tire
purchases could save the Air Force $6.2 million
over six years (execution year and the Future
Years Defense Program).

Report No. F2012-0004-FD1000

C-130 Avionics Modernization Program

The C-130 Hercules aircraft is the Air Force’s
primary tactical aircraft for air-dropping troops
and cargo into hostile areas. Because the C-130
has been in inventory for more than 37 years, the
Air Force initiated the Avionics Modernization
Program to upgrade and enhance the avionics
equipment. The AMP will provide a modern
digital glass cockpit with multi-function
displays, wide field of view head-up displays,
improved communication and navigation
capabilities, and night vision imaging. The C-130
AMP will modernize 221 aircraft with program
costs totaling more than $6.1 billion. While Air
Force personnel adequately accomplished life-
cycle management planning, personnel did not
establish accurate spare part requirements. As a

result, the FY 2012 President’s Budget overstated
spare part requirements by $41 million over
six years (execution year and the Future Years
Defense Program).

Report No. F2012-0005-FC3000

Requirement Computations for Items Without
Recent Procurement

The Secondary Item Requirements System
(D200A) computes future weapon system
spare part buys and repair quantities. These
computations pass to the Automated Budget
Compilation System to form the basis for the
Air Force budget. An item that computes a
buy requirement and does not have a recent
procurement date may indicate the item is
no longer available. The March 2010 D200A
computation cycle showed 430 items with a
date of last procurement occurring in 1995
or earlier and approximately $170 million in
corresponding buy requirements. Logistics
personnel could improve the effectiveness of
requirement computations for items without
recent procurement. While logistics personnel
planned for continued support of items that can
no longer be procured, logistics personnel did not
accurately compute and support requirements
for items without recent procurement. Asaresult,
logistics personnel overstated buy requirements;
reducing the overstatement would allow the Air
Force to put $41.1 million to better use.

Report No. F2012-0006-FC4000

TF39 Engine Drawdown

The C-5 Galaxy aircraft, powered by four General
Electric TF39 engines, is a strategic airlift aircraft
flown by Air Mobility Command, Air National
Guard and Air Force Reserve Command
personnel. The Air Force plans to retire 22 C-5
aircraft by FY 2013 and replace TF39 engines on
52 C-5aircraft by the end of FY 2016. In addition,
between FY 2012 and 2017, the Air Force plans
to overhaul 123 TF39 engines valued at $448
million. The Air Force currently maintains 502
active TF39 engines valued at $1.8 billion. AFAA
disclosed Air Force personnel did not properly
calculate or contract for TF39 engine overhaul
requirements. Reducing TF39 engine overhaul
requirements by available serviceable engines
would reduce the TF39 overhaul budget by more
than $190 million for FY 2013 through 2016.
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Contracting for only approved funded overhaul
quantities ensures the Air Force complies with
the appropriations purpose and amount rules,
remains within statutory funding limitations,
and avoids contract penalties.

Report No. F2012-0007-FC2000

Financial Management

Services Medical Activity — Air Force: Out-of-
Service Debt

Out-of-service debt is a material component of
the Service Medical Activity-Air Force financial
statements. As of March 31, 2010, out-of-service
debt accounted for more than $26 million
of total reported accounts receivables in the
accounts receivable line item. Medical accounts
receivables arise when payment for medical
services, provided by the government, is not
made at the time services are provided. They
are reported as a receivable if they are unpaid
at the financial statement reporting date. Air
Force Medical Service financial officers did not
accurately report the individual out-of-service
debt in the second quarter FY 2010 accounts
receivable  balance.  Specifically, medical
personnel did not properly process (identify,
support, record and transfer) out-of-service
debt. As a result, military treatment facilities did
not collect a potential $12 million in delinquent
debt; financial managers could not support the
accuracy and validity of the accounts receivables
reported in the financial statements; and the
accounts receivable line item was understated by
at least $10.7 million in the second quarter FY
2010 SMA-AF financial statements. In addition,
debt collections were not properly processed
at the Debt and Claims Management Office.
Proper follow-up procedures on debt collections
will allow the Air Force to accurately track and
validate out-of-service debts and make collected
funds available for immediate use. Retrieving the
funds erroneously credited to FY 2005 through
2009 will provide nearly $1.7 million for use in
current operations.

Report No. F2012-0001-FB3000

Military Personnel Appropriation Man-days

Military personnel appropriation man-days
(hereafter referred to as man-days) are short-
term Air Reserve component force support to
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satisfy active duty mission requirements that
cannot be met with existing personnel. Man-day
requirements should be limited to valid mission
requirements because they represent additional
costs to the MPA in the form of full-time pay
and benefits to ARC members. In FY 2011, the
Air Force budgeted more than $495 million for
man-days. AFAA determined Air Force officials
did not use man-days for valid mission needs.
Of 232 approved man-day requests reviewed,
command functional area managers approved
82, totaling more than $2.6 million, which either
did not meet valid man-day requirements or did
not adequately justify and certify the specific
mission requirements. Using man-days for valid
mission requirements will provide $33 million
over the next six years (execution year and the
Future Years Defense Program) to fund other
service-wide priorities. In addition, personnel
did not effectively monitor man-day execution.
Specifically, 25 percent of man-day requests
reviewed authorized more or less days than
originally allocated to the man-day mission.
Based on statistical projection, at least 180,000
additional man-days (valued at $42 million) were
used without prior approval during the period
reviewed. In addition, returning unused man-
days will provide approximately $72 million over
the next six years (execution year and the Future
Years Defense Program) to support mission
requirements.

Report No. F2012-0002-FD4000

Support Equipment Budgeting Process

Support equipment, such as generator sets,
chemical detectors and maintenance platforms
supports Air Force assigned missions. The
operations and maintenance and investment
budgets include projections for current and
future support equipment requirements.
Backorders aligned to authorizations without
valid on-hand inventory, are also included in
budget projections. As of September 2011,
the FY 2011 through 2016 support equipment
budget included 4,089 items valued at $1.1
billion with 3,700 backorders valued at about
$430 million. AFAA disclosed logistics personnel
did not accurately compute the operations and
maintenance support equipment budget. As a
result, personnel overstated the FY 2011 through
2016 budget by 6,041 items valued at $80.4




million. In addition, personnel did not always
validate backorders. Cancelling unnecessary
authorizations and associated backorders will
provide $19.5 million to fill valid requirements.
Report No. F2012-0007-FC4000

Health Care
Internal ~ Medicine Clinic
Optimization

In an era of competing resources, military
treatment facilities must have effective referral
management policies and sufficient internal
medicine subspecialty appointments in which
to schedule patients. Whenever IM subspecialty
treatment cannot be provided within the MTE,
patients requiring these services are referred to
the TRICARE network (private sector purchased
care) for treatment. During FY 2010, the Air
Force spent approximately $102 million to
purchase IM subspecialty care from the private
sector while employing 196 IM subspecialists
at 17 MTFs. AFAA disclosed that four MTFs
reviewed referred more than 2,300 IM
subspecialty care patients to the private sector
at an additional cost to DoD rather than using
existing appointments and creating additional
appointments from available clinic capacity.
Improving IM subspecialty clinic appointment
utilization and capacity management will
increase the number of patients treated within
the MTEF resulting in increased physician
readiness and reduced private sector care costs
of approximately $3.7 million over six years
(execution year and the Future Years Defense
Program).

Report No. F2012-0001-FD2000

Subspecialty

Medical Affirmative Claims

Third partyliability claims, henceforth referred to
as medical affirmative claims, exist when a person
or entity, other than the injured party, is liable
for causing an injury or disease and treatment
is provided at a military treatment facility.
The medical cost reimbursement program is a
coordinated effort between the judge advocate
general of the Air Force and the Air Force surgeon
general. Specifically, MTFs identify and the Air
Force Legal Operations Agency adjudicates and
collects MAC reimbursements for the MTFs. In
return, the Air Force Legal Operations Agency

obtains reimbursement from the Air Force
surgeon general for the expenses related to these
collection actions. In FY 2010, MTFs collected
more than $2.3 million from MCRP claims.
AFAA determined MTF officials either did not
identify or process 41 percent of MAC collection
opportunities reviewed. Improving MAC
identification and processing procedures will
result in potential monetary benefits of nearly
$1.7 million over six years (execution year and
Future Years Defense Program). In addition, Air
Force Legal Operations Agency personnel could
not support more than $550,000 in expenses and
did not provide the Air Force surgeon general
with required annual reports accounting for
program charges. Adequately supported and
reported program expenses are necessary to
evaluate whether funds are being appropriately
used.

Report No. F2012-0004-FD2000

Nuclear Enterprise

Management of Air Force Nuclear Weapons-
Related Materiel Positive Inventory Controls
The Air Force manages a worldwide supply chain
supporting diverse nuclear-capable weapons
systems and related materiel. Due to the sensitive
nature of nuclear weapons-related materiel, Air
Force logistics management personnel initiated
positive inventory controls to track NWRM
assets at the serial number level from the time
an asset enters the Air Force inventory until the
asset leaves the inventory. The positive inventory
control fusion database combines data feeds
from several systems in order to provide tracking
capability. As of November 2010, item managers
were responsible for a worldwide NWRM
inventory of more than 21,500 assets valued at
more than $6.7 billion. Although item managers
could track NWRM assets by serial number,
not all managers used PIC fusion or conducted
daily reconciliations. Consistent utilization and
reconciliation of PIC fusion helps ensure NWRM
data accuracy and visibility. Item managers did
not always maintain supporting documentation
for balance adjustments. Maintaining adequate
supporting documentation for adjustments is
essential for effective positive inventory control
of NWRM assets.

Report No. F2012-0003-FC4000

OCTOBER 1, 2011 TO MARCH 31, 2012 |85

AFAA reviewed nuclear weapons-
related materiel inventory controls.




AFOSI special agents conduct
operations in Southwest Asia.

Significant Activities

AFOSI Investigative Activity in Afghanistan,

Kuwait and Iraq

Investigative activity conducted by AFOSI agents

was instrumental in the successful outcome of

military operations.

o AFOSI investigative activity led to the iden-
tification and subsequent capture of two
local nationals working as contractors on
projects with coalition forces on Kandahar
Air Field, Afghanistan. These local nationals
had extensive connections to area Taliban
networks and were responsible for smug-
gling weapons and explosives for enemy
forces.

o Inthevicinity of Kandahar Air Field, AFOSI
agents led military information operations
in identifying a Taliban facilitator who was
directly responsible for indirect fire attacks
on U.S. and coalition forces. The facilitator
and his son had extensive ties to the Taliban.

o AFOSI members in the Kandahar air field
identified and collected information critical
to the capture of a Taliban sub-commander
with multiple associations to Taliban com-
manders. This particular sub-commander
was responsible for the collection of weap-
ons from nomads in the Daman region and
their redistribution to different command-
ers.

o As a result of information collections in
and around Bagram Air Field, Afghanistan,
AFOSI agents identified an Iranian national
who obtained a Pakistani passport to gain
employment at coalition forces locations.
Agents learned that this individual devel-
oped plans to conduct an attack on a spe-
cific coalition forces base.

o Asaresult of aggressive information opera-
tions in and around Bagram, AFOSI agents
collected and presented information that
lead to the debarment or arrest of 13 local
national contractors who worked on U.S. or
coalition forces installations. These 13 local
nationals had ties to Taliban members and
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were collecting and providing the Taliban
with information on coalition forces activi-
ties. Four of the 13 had participated in two
indirect fire attacks against U.S. resources.

» Investigative activity near Shin and Dis-
trict, Afghanistan revealed information that
led to an operation to capture a mid-level
Taliban commander responsible for impro-
vised explosive device and suicide bomber
attacks throughout Western Afghanistan.
He was tied to attacks since 2009 that killed
two Afghan National police chiefs and sev-
en afghan national policemen.

o In an investigative operation to identify
and neutralize internal threats to U.S. mili-
tary personnel and resources at locations
in Kuwait, AFOSI members netted nine
third country nationals who were ultimately
barred from all U.S. military installations.
The third country nationals were found in
possession of hand drawn maps of military
installations, gave false information to of-
ficials, and in one case the individual was
determined to be a violent extremist and
sympathizer to extremists activities.

o AFOSI members stationed in the vicinity
of Kirkuk Regional Air Base, Iraq devel-
oped time critical information that lead to
the capture of four Jaysh Rijal al-Tariq al
Nagshabandi fighters who were in the pro-
cess of conducting an indirect fire attack on
coalition forces. Along with the four indi-
viduals, Iraqi police elements seized four
57mm rockets.

Significant Investigative Cases

$300,000 in Restitution to U.S. Transportation
Command

Overview: USTRANSCOM contracted
Hummingbird Aviation, LLC, for helicopter
services in Afghanistan. However, the FAA
would not certify any of the helicopters for use
in Afghanistan and Hummingbirds contract
with  USTRANSCOM was terminated for
convenience. Charles Priestley, the CEO for
Hummingbird, requested payments to allow
the small business to continue operating and
submitted a cost proposal for the termination
for convenience. In total, USTRANSCOM paid
Hummingbird nearly $1.9 million. As a means




of prodding the FAA to approve the use of its
helicopters in Afghanistan, Priestly stated that
he back-dated the lease.

Result: On January 23, 2012, in the US.
District Court, Southern District of Illinois,
Priestley pleaded guilty to 18 U.S.C. section 287,
false, fictitious and fraudulent claim. He was
sentenced to serve five years of probation and to
pay a $4,000 fine and $300,000 in restitution to
USTRANSCOM. The Air Force, in accordance
with Federal Acquisition Regulation Subpart 9.4,
issued a notice of debarment excluding Priestley
and Hummingbird from federal contracting for
six years.

Convicted Murderer Sentenced to Life without
Parole

Overview: An investigation was initiated after
being notified by the 18th Security Forces
Squadron, Kadena Air Base, Japan and Okinawa
police department that an Air Force technical
sergeant was found dead in his oft-base residence
by a coworker. An active duty Air Force neighbor
reported hearing loud noises and fighting
coming from the apartment between 4:00 a.m.
and 4:30 a.m. on February 6, 2011. The victim’s
wife admitted to marital problems but denied
involvement in her husband’s death. The wife
told investigators that on February 3, 2011, she
fought with her husband and after the argument
she started staying at a deployed friend’s oft-
base residence. The wife stated that the night
before her husband was killed she was with
the staff sergeant. An ex-boyfriend of the wife
and coworker of the victim, the staff sergeant
revealed that he and the victim’s wife conspired
on at least three plans to murder the technical
sergeant, starting as early as September 2010.
The staff sergeant stated that the victim’s wife
had asked him to kill her husband. Additionally,
he provided details on how he murdered the
victim on February 6, 2011, and those details
were corroborated with evidence found at the
victim’s residence and from the wounds to his
body. This was investigated jointly with the
Okinawa police department and AFOSI served
as the lead agency. Okinawa Police arrested the
wife for conspiring to commit murder and the
legal proceedings for the wife are still pending.
Result: At general courts-martial, the staff
sergeant pleaded guilty to UCM] Articles 81 -

Conspiracy; 118 - Murder; and 134 - General
Article for wrongly endeavoring to impede an
investigation. He was sentenced to life in prison
without the possibility of parole, reduced in rank
to E-1, forfeiture of all pay and allowances, and
received a dishonorable discharge.

Air Force Sergeant Receives 20 Months for
Possession of Child Pornography

Overview: An investigation was initiated in
September 2010 based upon information from
Immigrations and Customs Enforcement that an
AirForcesstaff sergeanthad used PayPal, an online
payment system, to purchase subscriptions to
child pornographic websites. During interviews
conducted by AFOSI and ICE, the sergeant
admitted to purchasing, downloading and
storing child pornographic images and videos
between 2006 and early 2010. The images and
videos were collected by downloading from
the internet via websites and peer-to-peer file
sharing programs to his laptop and portable
hard drive. The sergeant consented to a search of
his apartment and assisted law enforcement in
identifying computers and storage media likely
to contain child pornography. That equipment
was examined and found to contain more than
39,000 suspected child pornographic images and
approximately 725 suspected child pornographic
videos. This was investigated jointly with ICE
and AFOSI served as lead.

Result: At general courts-martial, the sergeant
pleaded guilty to UCM]J Article 134 - General
Article for possession of child pornography.
He was sentenced to 20 months confinement,
reduced in rank to E-1, forfeiture of all pay
and allowances, and received a bad conduct
discharge. Sex offender notification is required.

Lieutenant Commander Sentenced to 22 Years
Imprisonment for Sexual Exploitation of a Child
Overview: Aninvestigation wasinitiated October
21, 2009, based upon information received from
the Internet Crimes Against Children Task
Force, Anchorage police department that a
lieutenant commander assigned to Elmendorf
Air Force Base maintained child pornography on
a peer-to-peer file sharing network. The LCDR
was apprehended on October 22, 2009. Agents
searched his off-base residence where they
found numerous forms of computer hardware,
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“In September 2011,
during an update of
computer software

located on a cleared de-
fense contractor’s com-
puter system, an unap- i

proved wireless router
was found attached to

a computer located in a

classified room...”

media storage, and film that contained many
sexually explicit photos of young males. The
LCDRS son was interviewed and disclosed that
his father took sexually explicit photos of him
while assigned to Sheppard AFB, Texas. The
investigation looked at the LCDR’s current and
past interaction with various youth programs, to
include those while assigned to Sheppard AFB,
TX from 2002-2006. Additionally, reviews of
the LCDR’s hand-written journals disclosed that
he “went too far” with young boys in the 1980s.
AFOSI investigated this case jointly with the
Internet Crimes Against Children Task Force.
Result: On December 5, 2011, in U. S. District
Court, District of Alaska, the LCDR pleaded
guilty to violating 18 U.S.C. sections 2251(a)
and (e), sexual exploitation of a child -
production and attempted production of child
pornography; and 18 US.C. section 2252(a)
(2) and (b)(1), receipt and attempted receipt of
child pornography. He was sentenced to 22 years
imprisonment and supervised release for life.
Sex offender notification is required.
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Unauthorized Disclosure to Foreign National
and Security Violation

Overview: In September 2011, during an update
of computer software located on a cleared
defense contractor’s computer system, an
unapproved wireless router was found attached
to a computer located in a classified room at
Teledyne. The wireless router was used by an
individual to call a woman he met online who
lived in Vietnam. He later attached a webcam to
another unclassified computer at the site to web-
chat online with the same woman in Vietnam.
Subject traveled to Vietnam to meet with this
woman. Subject was aware of committing a
security violation by attaching a web-cam and
wireless router. The employee worked as a test
engineer on a classified contract for Raytheon
and the US. Air Force. Employee had no
prior security violations. This case was jointly
investigated with the FBI.

Result: Employee’s access and clearance to secure
areas was revoked. He no longer has access
to classified information and is not deemed a
threat to national security, nor seems to have any
substantial positive intelligence value.







Audit, Inspection, and
Evaluation Reports Issued

Copies of reports may be obtained from the appropriate issuing office by contacting:

DoD IG
(703) 604-8937

www.dodig.mil/PUBS

Army Audit Agency
(703) 693-5679
www.hgda.army.mil/aaaweb

Naval Audit Service
(202) 433-5525
www.hqg.navy.mil/navalaudit

Air Force Audit Agency
(703) 696-7904

DoDIG Military Depts. Total
Joint Warfighting and Readiness 8 52 60
Information Assurance, Security, and Privacy 4 19 23
Acquisition Processes and Contract Management 25 27 52
Financial Management 24 49 73
Health and Safety 4 9 13
Nuclear Enterprise 1 1 2
Other 3 14 17
Total 69 171 240
Joint Warfighting and Readiness
Agency Report Number Report Title Date
DoD IG DODIG-2012-009 DoD Complied With Policies on Converting Senior Mentors to Highly Qualified Experts, but 10/31/2011
Few Senior Mentors Converted
DoD IG DODIG-2012-026 Air Force Can Improve Controls Over Base Retail Inventory 11/23/2011
DoD IG DODIG-2012-028 Assessment of U.S. Government and Coalition Efforts to Develop the Logistics Sustainment 12/09/2011
Capability of the Afghan National Army
DoD IG DODIG-2012-034 Assessment of Afghan National Security Forces Metrics-Quarterly (Classified) 01/20/2012
DoD IG DODIG-2012-052 Report on the Program and Contract Infrastructure Technical Requirements for the Guam 02/08/2012
Realignment Program
DoD IG DODIG-2012-054 Marine Corps Transition to Joint Region Marianas and Other Joint Basing Concerns 02/23/2012
DoD IG DODIG-2012-063 Assessment of the DoD Establishment of the Office of Security Cooperation-Iraq 03/16/2012
DoD IG DODIG-2012-064 Vulnerability and Risk Assessments Needed to Protect Defense Industrial Base Critical Assets 03/13/2012
USAAA A-2012-0002-ALS Issuing Ammunition to Coalition Forces: Controls Over Transactions 10/06/2011
USAAA A-2012-0010-FFS Full-Time Support Staff, U.S. Army Reserve 11/09/2011
USAAA A-2012-0012-IEE Central Heating Distribution System, Joint Base Lewis-McChord, Washington 11/08/2011
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Agency Report Number Report Title Date
USAAA A-2012-0013-ALM Follow-up Audit of Rotor Blades 11/08/2011
USAAA A-2012-0015-FFM Controls Over the Incentive Program in the Indiana Army National Guard, Joint Force 11/03/2011
Headquarters, Indiana Army National Guard and U.S. Property and Fiscal Office for Indiana
USAAA A-2012-0016-IEE Trend Report: Establishing Baselines and Reporting for Energy and Sustainability Federal 11/10/2011
Mandates
USAAA A-2012-0025-ALL Agreed-Upon Procedures Attestation--Analysis of 45 Contracts Associated With Unit Supply 12/20/2011
Operations at Combined Security Transition Command - Afghanistan; Kabul, Afghanistan (For
Official Use Only)
USAAA A-2012-0026-ALS System Support for Command Supply Discipline Program 12/12/2011
USAAA A-2012-0030-ALM Follow-up Audit of Fleet Management of Firefinder Radars, CECOM Life Cycle Management 01/04/2012
Command
USAAA A-2012-0034-FFF Training Within the ARFORGEN Model, Office of the Deputy Chief of Staff, G-3/5/7 12/22/2011
USAAA A-2012-0039-FFP Army Implementation of Ration Control in Korea, U.S. Army Installation Management 01/11/2012
Command-Korea (For Official Use Only)
USAAA A-2012-0040-FMF Controls Over the Incentive Program in the Army National Guard 01/06/2012
USAAA A-2012-0042-IEO Audit of Joint Basing-Funding of Installation Services 01/10/2012
USAAA A-2012-0043-MTP Audit of the Army's Installation Actions Taken to Implement Fort Hood Recommendations 01/13/2012
USAAA A-2012-0050-MTT Ground Operating Tempo Program Reporting and Execution 02/02/2012
USAAA A-2012-0051-IEO Installation Facilities and Operations Support, Assistant Chief of Staff for Installation 01/20/2012
Management
USAAA A-2012-0053-MTP Readiness of Army Units Allocated to Support the Chemical, Biological, Radiological, Nuclear, 01/25/2012
and High-Yield Explosive Consequence Management Response Force
USAAA A-2012-0054-ALS Audit of the Item Unique Identification Program, Aviation Project Management Offices 01/26/2012
USAAA A-2012-0055-ALS Audit of the Item Unique Identification Program, Combat Support and Combat Service 01/26/2012
Support Project Management Offices
USAAA A-2012-0056-ALS Audit of the Item Unique Identification Program, Ground Combat Systems Project 01/26/2012
Management Offices
USAAA A-2012-0057-ALS Item Unique Identification Program 02/27/2012
USAAA A-2012-0059-FMP Army Service Component Command Transition Process, U.S. Army Pacific (For Official Use 02/14/2012
Only)
USAAA A-2012-0060-MTH Application of Army Reenlistment Standards 02/02/2012
USAAA A-2012-0062-ALM Depot-Level Maintenance Workload Reporting - FY 10 02/21/2012
USAAA A-2012-0064-1EM Child, Youth and School Services Staffing Requirements, Fort Bliss, Texas 02/13/2012
USAAA A-2012-0067-FMP Watercraft Readiness and Operations, Hawaii 03/01/2012
USAAA A-2012-0068-MTS Institutional Training for the Adjutant General Workforce 03/01/2012
USAAA A-2012-0069-MTS Operational Training for the Adjutant General Workforce 03/01/2012
USAAA A-2012-0070-MTE Audit of the U.S. Equipment Transfer to Irag Program--Phase Il (For Official Use Only) 03/16/2012
USAAA A-2012-0071-ALS Materiel Release Process for Munitions Previously Fielded by Other Military Services 03/20/2012
USAAA A-2012-0072-MTE Commander's Emergency Response Program, U.S. Forces - Afghanistan (For Official Use Only) ~ 03/16/2012
USAAA A-2012-0074-MTT Follow-up Audit of Use of Role Players-Army wide 03/08/2012
USAAA A-2012-0075-MTS Mission Support Elements 03/13/2012
USAAA A-2012-0077-MTE Audit of Property Accountability of Organizational and Theater-Provided Equipment in Iraq 03/13/2012
USAAA A-2012-0081-MTE Audit of Bulk Fuel Accountability in Afghanistan--Phase 1 (For Official Use Only) 03/21/2012
NAVAUDSVC N2012-0002 Marine Corps Small Arms Accountability 10/20/2011
AFAA F-2012-0001-FC2000  Corrosion Control Management 10/03/2011
AFAA F-2012-0002-FC2000  Aircraft Structural Integrity Program for Fighter Aircraft 12/05/2011
AFAA F-2012-0003-FC2000  Foreign Military Sales Engine Programs 01/23/2012
AFAA F-2012-0004-FC2000  Technical Order Management 01/27/2012
AFAA F-2012-0006-FC2000  Technical Order Management in the United States Air Forces Central Area of Responsibility 02/27/2012
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Agency Report Number Report Title Date

AFAA F-2012-0001-FC4000  Care of Supplies in Storage 10/11/2011

AFAA F-2012-0002-FC4000  Aircraft Fuels Servicing Vehicles 10/12/2011

AFAA F-2012-0004-FC4000  Special Purpose Recoverables Authorized Maintenance 12/15/2011

AFAA F-2012-0005-FC4000  Legacy Equipment Item Unique Identifier Implementation 02/14/2012

AFAA F-2012-0005-FD1000  Air Force Emergency and Standby Generators 02/03/2012

AFAA F-2012-0001-FD3000  Expeditionary Site Survey Process 10/03/2011

AFAA F-2012-0003-FD3000  Worldwide War Reserve Materiel 10/25/2011

AFAA F-2012-0004-FD3000  Air Force Range Optimization 11/07/2011

AFAA F-2012-0005-FD3000  United States Air Forces Central Deployed Locations Storage Container Management 12/07/2011

AFAA F-2012-0006-FD3000  Integrated Defense Program 01/10/2012

AFAA F-2012-0001-FD4000  Interim Report of Audit, Air Force Reserve Command Mobility Graduate Flying Training 10/26/2011
Program

Information Assurance, Security, & Privacy

Agency Report Number Report Title Date

DoD IG DODIG-2012-001 Assessment of Security Within the Department of Defense - Training , Certification, and 10/06/2011
Professionalization

DoD IG DODIG-2012-050 Improvements Needed With Host-Based Intrusion Detection Systems (For Official Use Only) 02/03/2012

DoD IG DODIG-2012-053 Investigation of Sensitive Compartmented Information Leaks in the Department of Defense 02/28/2012
(Classified)

DoD IG DODIG-2012-056 An Investigation on Sensitive Compartmented Information of Leaks in the Department of 02/27/2012
Defense

USAAA A-2012-0007-IET Energy Management for Information Technology 10/31/2011

USAAA A-2012-0031-FFD Workforce Requirements for Expeditionary Forensics, Office of the Provost Marshal General 12/27/2011
and U.S. Army Criminal Investigation Command (For Official Use Only)

USAAA A-2012-0033-IET Agents of the Certification Authority, Army Chief Information Officer/G-6 12/21/2011

USAAA A-2012-0044-MTP Time-Sensitive Report, Audit of Army Personnel Actions Taken to Implement Fort Hood 01/13/2012
Recommendations (For Official Use Only)

USAAA A-2012-0047-FMT Attestation Review of Enterprise E-mail Cost-Benefit Analysis 01/19/2012

USAAA A-2012-0066-FMI Workload Survey - Army intelligence Program Funding (For Official Use Only) 02/15/2012

USAAA A-2012-0073-MTP Vulnerability Assessments and Risk Mitigation Plans for Non-Installation U.S. Army Corps of 03/12/2012
Engineers Sites (For Official Use Only)

USAAA A-2012-0080-MTP Audit of Army Personnel Actions Taken to Implement Fort Hood Recommendations 03/22/2012

NAVAUDSVC N2012-0009 Personally Identifiable Information and Department of the Navy Data on Unencrypted 12/08/2011
Computer Hard Drives Released From Department of the Navy Control

NAVAUDSVC N2012-0014 Protecting Personally Identifiable Information (PlI) at Selected Department of the Navy 01/09/2012
Classified Activities (Classified)

NAVAUDSVC N2012-0019 Freedom of Information Act Implementation in the Department of the Navy 02/06//2012

NAVAUDSVC N2012-0025 Protecting Personally Identifiable Information at the Naval Sea Systems Command Human 03/09/2012
Resources Offices

AFAA F-2012-0001-FB2000  National Security System Classification 11/18/2011

AFAA F-2012-0003-FB2000  Defense Enterprise Accounting and Management System Selected System Controls 01/17/2012

AFAA F-2012-0004-FB2000 Information Technology Duplication Identification Process 02/01/2012

AFAA F-2012-0001-FB4000 United States Air Forces Central Deployed Locations Network Controls 10/24/2011

AFAA F-2012-0002-FB4000  Air National Guard Information Systems Security 01/11/2012

AFAA F-2012-0003-FB4000  System Vulnerability Detection and Mitigation 02/16/2012

AFAA F-2012-0005-FB4000  Follow-up Audit, Information Systems Inventory 03/15/2012

Acquisition Processes and Contract Management
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Agency Report Number Report Title Date

DoD IG DoDIG-2012-002 Hotline Complaint Involving Auditor Independence at a Field Audit Office in the Defense 10/16/2011
Contract Audit Agency, Western Region

DoDIG DODIG-2012-004 Changes Are Needed to the Army Contract With Sikorsky to Use Existing DoD Inventory and 11/03/2011
Control Costs at the Corpus Christi Army Depot (For Official Use Only)

DoD IG DODIG-2012-005 DoD Countermine and Improvised Explosive Device Defeat Systems Contracts for the Vehicle 10/28/2011
Optics Sensor System

DoD IG DODIG-2012-006 Counter Narcoterrorism Technology Program Office Task Orders Had Excess Fees, and the Army  11/01/2011
Was Incorrectly Billed (For Official Use Only)

DoD IG DODIG-2012-007 Acquisition of the Multi-Platform Radar Technology Insertion Program Needs Transparency 11/02/2011
and Accountability (For Official Use Only)

DoD IG DODIG-2012-017 U.S. Naval Academy Officials Did Not Adhere to Contracting and Gift Policies 11/07/2011

DoD IG DODIG-2012-029 Report on Quality Control Review of Grant Thornton, LLP FY 2009 Single Audit of Concurrent 12/05/2011
Technologies Corporation

DoD IG DODIG-2012-030 Contractor Compliance Varied with Classification of Lobbying Costs and Reporting of 12/12/2011
Lobbying Activities (For Official Use Only) * This report was rescinded on April 5, 2012, and will
be re-issued as report number DODIG-2012-030R.

DoD IG DODIG-2012-031 Acquisition Procedures for the Guam Design-Build Multiple Award Construction Contract (For ~ 12/08/2011
Official Use Only)

DoD IG DODIG-2012-033 Award and Administration of Multiple Award Contracts for Services at U.S. Army Medical 12/21/2011
Research Acquisition Activity Need Improvement

DoD IG DODIG-2012-036 DoD Needs to Improve Accountability and Identify Costs and Requirements for Non-Standard ~ 01/05/2012
Rotary Wing Aircraft (For Official Use Only)

DoD IG DODIG-2012-037 American Recovery and Reinvestment Act - U.S. Army Corps of Engineers Mobile District 01/06/2012
Contractor Performance and Reporting Controls Were Generally Effective

DoD IG DODIG-2012-038 Hotline Complaint Concerning Inadequate Audit Services Provided by an Audit Team in the 01/10/2012
Defense Contract Audit Agency, Mid-Atlantic Region

DoD IG DODIG-2012-039 Summary Report on DoD's Management of Undefinitized Contractual Actions 01/13/2012

DoD IG DODIG-2012-041 Evaluation of DoD Contracts Regarding Combating Trafficking in Persons: U.S. European 01/17/2012
Command and U.S. Africa Command

DoD IG DODIG-2012-042 Naval Air Systems Command Lakehurst Contracts Awarded Without Competition Were 01/20/2012
Properly Justified

DoD IG DODIG-2012-045 Quality Control Review of Army Audit Agency'’s Special Access Program Audits 10/27/2012

DoD IG DODIG-2012-046 Performance and Reporting Controls Over American Recovery and Reinvestment Act Projects ~ 01/30/2012
at Fort Wainwright, Alaska, and Fort Huachuca, Arizona, Were Generally Effective

DoD IG DODIG-2012-048 Implementation and Reporting of the American Recovery and Reinvestment Act of 2009: 02/01/2012
Government Controls Over Selected Near Term Energy-Efficient Technologies Projects Were
Generally Effective

DoD IG DODIG-2012-049 Improvements Needed With Identifying Operating Costs Assessed to the Fleet Readiness 02/02/2012
Center Southwest

DoD IG DODIG-2012-057 Guidance Needed to Prevent Military Construction Projects from Exceeding the Approved 02/27/2012
Scope of Work

DoD IG DODIG-2012-059 Inadequate Controls Over the DoD Service-Disabled Veteran-Owned Small Business Set-Aside ~ 02/29/2012
Program Allow Ineligible Contractors to Receive Contracts

DoD IG DODIG-2012-060 Defense Contract Management Agency's Investigation and Control of Nonconforming 03/09/2012
Materials

DoD IG DoDIG-2012-061 Report on Quality Control Review of the Raich Ende Malter & Co. LLP FY 2009 Single Audit of 03/07/2012
the Riverside Research Institute

DoD IG DODIG-2012-062 Contractor-Invoiced Costs Were Accurate, but DoD Did Not Adequately Track Funding 03/08/2012

USAAA A-2012-0003-ALA Audit of Weapon System Requirements Process 10/12/2011

USAAA A-2012-0005-IEI Military Construction Contract, U.S. Army Corps of Engineers Fort Worth District, 10/21/2011

Unaccompanied Enlisted Personnel Housing for Brigade Combat Teams 1, 2, and 3, Fort Bliss,
Texas
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Agency Report Number Report Title Date

USAAA A-2012-0008-FFT Warfighter Field Operations Customer Support Contract 10/27/2011

USAAA A-2012-0011-ALC Contracting Operations in Support of Arlington National Cemetery, Mission and Installation 10/27/2011
Contracting Command-Fort Belvoir

USAAA A-2012-0017-ALC Army Contract Renewals, U.S. Army Mission and Installation Contracting Command Center, 11/10/2011
Fort Knox and U.S. Army Corps of Engineers, Sacramento District

USAAA A-2012-0018-IET Information Technology Service Contract, Program Executive Office Simulation, Training, and 11/21/2011
Instrumentation

USAAA A-2012-0019-EI Military Construction Contract, U.S. Army Corps of Engineers Sacramento District, 212th Fires 11/15/2011
Brigade Headquarters Building, Fort Bliss, Texas

USAAA A-2012-0020-ALA Army Rapid Acquisition Processes Testing Procedures, U.S. Army Test and Evaluation Command  11/21/2011

USAAA A-2012-0021-ALC Contracting Operations in Support of Arlington National Cemetery, Army Contracting 11/18/2011
Command, National Capital Region

USAAA A-2012-0024-ALL Agreed-Upon Procedures Attestation to Determine the Sources and Costs for the U.S. 12/05/2011
Government's Late Cancellation of Host Nation Trucking Missions, Afghanistan (For Official Use
Only)

USAAA A-2012-0027-IEE Hurricane and Storm Damage Risk Reduction System: Contract Modification Data, U.S. Army 12/09/2011
Corps of Engineers, Mississippi Valley Division, New Orleans District and Task Force Hope

USAAA A-2012-0049-MTE Controls Over Vendor Payments (Phase Il) Southwest Asia (For Official Use Only) 02/16/2012

USAAA A-2012-0061-IEE American Recovery and Reinvestment Act of 2009: Project Outcomes and Recipient Reporting,  02/14/2012
U.S. Army Corps of Engineers Savannah District

USAAA A-2012-0078-ALE Agreed-Upon Procedures Attestation of Port Services Contracts in Europe (For Official Use 03/15/2012
Only)

USAAA A-2012-0086-IEO Audit of the Base Realignment and Closure Act 2005 - Phaseout of Support Contracts 03/30/2012

NAVAUDSVC N2012-0003 Department of the Navy Acquisition and Disbursing Checks and Balances at Camp Lemonnier,  11/09/2011
Djibouti, Africa

NAVAUDSVC N2012-0007 Communications Security Equipment Provided to U.S. Industrial Firms under Contract to the 12/06/2011
Department of the Navy (Classified)

NAVAUDSVC N2012-0011 Implementation of Earned Value Management for the Future Aircraft Carrier Program 12/22/2011

AFAA F-2012-0001-FC1000  Transition of Contract Senior Mentors to Highly Qualified Experts 10/17/2011

AFAA F-2012-0007-FC2000  TF39 Engine Drawdown 03/01/2012

AFAA F-2012-0001-FC3000 Acquisition Category Ill Program Management 11/04/2011

AFAA F-2012-0002-FC3000 B-1 Cockpit Modifications 11/22/2011

AFAA F-2012-0003-FC3000 Acquisition Programs at Air Logistics Centers 01/09/2012

AFAA F-2012-0004-FC3000 QF-16 Full Scale Aerial Target Program Planning 01/24/2012

AFAA F-2012-0005-FC3000 C-130 Avionics Modernization Program 01/31/2012

AFAA F-2012-0006-FC4000 Requirement Computations for Items without Recent Procurement 02/17/2012

AFAA F-2012-0004-FD1000 Green Procurement: Standard Base Supply System Purchases 01/25/2012

Financial Management

Agency Report Number Report Title Date

DoD IG DODIG-2012-008 Independent Auditor's Report on the DoD Military Retirement Fund, FY 2011 and FY 2010 11/04/2011
Basic Financial Statements

DoD IG DODIG-2012-010 Independent Auditor's Report on the Air Force General Funds FY 2011 and FY 2010 Basic 11/08/2011
Financial Statements

DoD IG DODIG-2012-011 Independent Auditor's Report on the Air Force Working Capital Funds FY 2011 and FY 2010 11/08/2011
Basic Financial Statements

DoD IG DODIG-2012-012 Independent Auditor's Report on the Army General Fund FY 2011 and FY 2010 Basic Financial ~ 11/08/2011
Statements

DoD IG DODIG-2012-013 Independent Auditor's Report on the Army Working Capital Fund FY 2011 and FY 2010 Basic 11/08/2011

Financial Statements
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Agency Report Number Report Title Date

DoD IG DODIG-2012-014 Independent Auditor's Report on the Navy General Fund FY 2011 and FY 2010 Basic Financial 11/08/2011
Statements

DoD IG DODIG-2012-015 Independent Auditor's Report on the Navy Working Capital Fund FY 2011 and FY 2010 Basic 11/08/2011
Financial Statements

DoD IG DODIG-2012-016 Independent Auditor's Report on the United States Marine Corps General Fund FY 2011 and 11/08/2011
FY 2010 Combined Statement of Budgetary Resources

DoD IG DODIG-2012-018 Endorsement of the Qualified Opinion on the DoD Medicare-Eligible Retiree Health Care Fund ~ 11/16/2011
FY 2011 and FY 2010 Basic Financial Statements

DoD IG DODIG-2012-019 Endorsement of the Unqualified Opinion on the TRICARE Management Activity's Contract 12/02/2011
Resource Management FY 2011 and FY 2010 Basic Financial Statements (For Official Use Only)

DoD IG DODIG-2012-020 Independent Auditor's Report on the U.S. Army Corps of Engineers, Civil Works, FY 2011 and 11/14/2011
FY 2010 Basic Financial Statements

DoD IG DODIG-2012-021 Independent Auditor's Report on the DoD Agency-Wide FY 2011 and FY 2010 Basic Financial 11/15/2011
Statements

DoD IG DODIG-2012-022 Independent Auditor's Report on the Department of Defense Special Purpose Financial 11/15/2011
Statements for Fiscal Years Ending September 30,2011 and 2010

DoD IG DODIG-2012-023 Management Improvements Needed in Commander's Emergency Response Program in 11/21/2011
Afghanistan

DoD IG DODIG-2012-027 Deficiencies in Journal Vouchers That Affected the FY 2009 Air Force General Fund Statement ~ 12/01/2011
of Budgetary Resources

DoD IG DODIG-2012-032 Funding for Enhancements to the Standard Procurement System 12/14/2011

DoD IG DODIG-2012-035 American Recovery and Reinvestment Act - Improvements Needed in Implementing the 12/21/2011
Homeowners Assistance Program

DoD IG DODIG-2012-040 Independent Auditor's Report on the Attestation of the Existence, Completeness, and Rights 01/19/2012
of the Department of the Navy's Ships and Submarines, Trident Missiles and Satellites

DoD IG DODIG-2012-043 Army Needs to Identify Government Purchase Card High-Risk Transactions 01/20/2012

DoD IG DODIG-2012-047 Independent Auditor’s Report on the DoD FY 2011 Detailed Accounting Report of the Funds 01/30/2012
Obligated for National Drug Control Program Activities

DoD IG DODIG-2012-051 Navy Enterprise Resource Planning System Does Not Comply With the Standard Financial 02/13/2012
Information Structure and U.S. Government Standard General Ledger

DoD IG DODIG-2012-058 Distribution of Funds and Mentoring of Finance Officers for the Afghanistan National Army 02/29/2012
Payroll Need Improvement

DoD IG DODIG-2012-065 DoD Compliance With the Requirements of the Improper Payments Elimination and Recovery ~ 03/15/2012
Act

DoD IG DODIG-2012-066 General Fund Enterprise Business System Did Not Provide Required Financial Information 03/26/2012

USAAA A-2012-0004-FFP Host Nation Support--Korea, Office of the Assistant Chief of Staff for Installation Management ~ 10/25/2011
(For Official Use Only)

USAAA A-2012-0006-IEO Audit of the Office of the Chief Legislative Liaison Fund Controls and Business Practices 10/19/2011

USAAA A-2012-0009-FFS Implementing the Temporary Change of Station Action Plan 11/09/2011

USAAA A-2012-0014-FFR Independent Auditor's Report for FY 11 American Red Cross Financial Statements 11/02/2011

USAAA A-2012-0022-FFM Army Executive Dining Facility Fund Financial Statements, Office of the Administrative 12/06/2011
Assistant to the Secretary of the Army

USAAA A-2012-0023-FFM Army Executive Dining Facility Fund Internal Controls, Office of the Administrative Assistantto  12/06/2011
the Secretary of the Army

USAAA A-2012-0028-ALS Time Sensitive Report for the Audit of Second Destination Transportation Funding 12/15/2011
Requirements (For Official Use Only)

USAAA A-2012-0036-FFR National Science Center's Special Fund Financial Statement, Fort Gordon, Georgia (For Official ~ 01/04/2012
Use Only)

USAAA A-2012-0037-FFR Issues for Management Consideration, Audit of National Science Center Special Fund Financial  01/04/2012
Statement (For Official Use Only)

USAAA A-2012-0038-FFM Army Defense Travel System Permission Levels, Deputy Assistant Secretary of the Army 12/22/2011
(Financial Operations)

USAAA A-2012-0041-FMF Controls Over Contributions from the Afghanistan Security Forces Fund (For Official Use Only)  02/14/2012
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Agency Report Number Report Title Date

USAAA A-2012-0046-IEE American Recovery and Reinvestment Act of 2009: Project Outcomes and Recipient Reporting, 01/19/2012
U.S. Corps of Engineers Philadelphia District

USAAA A-2012-0048-FMI Temporary Duty Authorizations and Vouchers, Program Executive Office Missiles and Space, 02/13/2012
Precision Fires Rocket Missile Systems

USAAA A-2012-0058-FMF Agreed-Upon Procedures Attestation Validating Communications-Electronics Command 01/20/2012
Inventory Values (For Official Use Only)

USAAA A-2012-0063-FMF Agreed-Upon Procedures Attestation of Program Manager-Defense Communications and 02/09/2012
Army Transmission Systems Reimbursable Operations (For Official Use Only)

USAAA A-2012-0079-FMF Controls Over Unemployment Compensation Program for Ex-Service Members 03/16/2012

USAAA A-2012-0084-ALE Attestation Examination of Army Suggestion Proposal EUDG080270 03/28/2012

USAAA A-2012-0085-MTE Micro-Purchases by Field Ordering Officers, Afghanistan 03/30/2012

NAVAUDSVC N2012-0005 Business Process Reengineering Efforts for Selected Department of the Navy Business System ~ 11/17/2011
Modernizations; Global Combat Support System - Marine Corps

NAVAUDSVC N2012-0006 Department of the Navy Nonappropriated Fund Purchase Card Pilot Program 11/22/2011

NAVAUDSVC N2012-0018 Department of the Navy Fiscal Years 2009 and 2010 Reimbursable Orders at Selected Fleet 02/01/2012
Activities

NAVAUDSVC N2012-0022 Department of the Navy Military Standard Requisitioning and Issue Procedures Internal 02/21/2012
Controls

NAVAUDSVC N2012-0024 Business Process Reengineering Efforts for Selected Department of the Navy Business System ~ 03/06/2012
Modernizations; Personalized Recruiting for Immediate and Delayed Enlisted Modernization

NAVAUDSVC N2012-0026 Independent Attestation - Agreed-Upon Procedures Attestation Engagement of Assessing 03/15/2012
Internal Controls Over Financial Reporting in the Department of the Navy

NAVAUDSVC N2012-0028 Independent Attestation - Agreed-Upon Procedures Attestation Engagement of the Officeof ~ 03/28/2012
Naval Research Statement of Budgetary Resources

AFAA F-2012-0001-FB1000  Air Mobility Command Fuel Efficiency Governance Process 01/17/2012

AFAA F-2012-0002-FB1000  Air Force Smart Operations for the 21st Century Savings Validation 02/17/2012

AFAA F-2012-0003-FB1000  Debt Remission 02/27/2012

AFAA F-2012-0004-FB1000  Air Force Services Funds Management 03/09/2012

AFAA F-2012-0002-FB2000  Automated Funds Management - Accounting Conformance (REVISED) 01/11/2012

AFAA F-2012-0001-FB3000  Service Medical Activity - Air Force: Out-of-Service Debt 10/03/2011

AFAA F-2012-0002-FB3000  General Fund General Equipment - Medical Equipment 10/14/2011

AFAA F-2012-0003-FB3000  Memorandum Report of Audit, Operating Materials and Supplies - Missile Motor 12/05/2011
Accountability

AFAA F-2012-0004-FB3000  Overall Health of General Fund Real Property Financial Reporting 12/07/2011

AFAA F-2012-0005-FB3000  Memorandum Report of Audit, Civilian Pay Process - Defense Industrial Financial Management  02/22/2012
System

AFAA F-2012-0006-FB3000  Memorandum Report of Audit, Operating Materials and Supplies - Aircraft Engine 02/22/2012
Accountability

AFAA F-2012-0004-FB4000  Information Technology Efficiencies Initiative Governance 03/14/2012

AFAA F-2012-0005-FC2000  Aircraft Parts Sustainment Engineering 01/31/2012

AFAA F-2012-0006-FC3000  Air Force Test Center Infrastructure Funding 02/15/2012

AFAA F-2012-0007-FC4000 Support Equipment Budgeting Process 02/28/2012

AFAA F-2012-0001-FD1000  Interim Report of Audit, Baseline Adjustments to the Annual Energy Management Report 10/03/2011

AFAA F-2012-0002-FD1000 Base Realignment and Closure 2005 Finalization 10/26/2011

AFAA F-2012-0003-FD1000 Fiscal Year 2011 Utilities Privatization Economic Analyses 11/04/2011

AFAA F-2012-0006-FD1000 Medical Real Property Records 03/12/2012

AFAA F-2012-0007-FD1000  United States Air Forces Central Area of Responsibility Utilities 03/13/2012

AFAA F-2012-0008-FD1000 Air Force Real Property - Administrative Space Utilization 03/14/2012
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Agency Report Number Report Title Date
AFAA F-2012-0003-FD2000 Medical Food Service Accounting 01/30/2012
AFAA F-2012-0002-FD3000 Intelligence Contingency Funds - Fiscal Year 2010 10/12/2011
AFAA F-2012-0002-FD4000  Military Personnel Appropriation Man-Days 11/22/2011
Health and Safety
Agency Report Number Report Title Date
DoD IG D-2011-TAD-002 Assessment of the BRAC 133 Mark Center Emergency Generator Fueling (Classified) 10/07/2011
DoD IG DODIG-2012-003 Review of Matters Related to the Sexual Assault of Lance Corporal Maria Lauterbach, U.S. 10/18/2011
Marine Corps
DoD IG DODIG-2012-055 Inspection of DoD Detainee Transfers and Reliance on Assurances (Classified) 02/23/2012
DoD IG DODIG-2012-067 Assessment of DoD Wounded Warrior Matters - Camp Lejeune 03/30/2012
USAAA A-2012-0001-IEM Audit of Behavioral Health Programs, U.S. Army Garrison, Fort Sam Houston 10/04/2011
USAAA A-2012-0032-IEM Follow-up Audit of Trauma Services Cooperative Agreement, Brooke Army Medical Center, ~ 12/20/2011
Fort Sam Houston, Texas
USAAA A-2012-0035-IEE Audit of Federal Employee Compensation Act Fraud Investigation (For Official Use Only) 01/10/2012
USAAA A-2012-0045-ALE Preventive Healthcare Initiatives in Europe, Public Health Command Region-Europe (For 01/11/2012
Official Use Only)
AFAA F-2012-0001-FD2000 Internal Medicine Subspecialty Clinic Optimization 11/01/2011
AFAA F-2012-0002-FD2000 Patient Safety Program 11/21/2011
AFAA F-2012-0004-FD2000 Medical Affirmative Claims 02/02/2012
AFAA F-2012-0005-FD2000 Air Force Medical Service Workforce Diversity 02/23/2012
AFAA F-2012-0003-FD4000 Outdoor Recreation Safety 03/08/2012
Nuclear Enterprise
Agency Report Number Report Title Date
DoD IG DODIG-2012-044 Status of Recommendations to Improve the Department of Defense Nuclear Enterprise - 01/24/2012
Phase Il
AFAA F-2012-0003-FC4000 Management of Air Force Nuclear Weapons-Related Materiel Positive Inventory Controls 11/03/2011
Other
Agency Report Number Report Title Date
DoD IG DODIG-2012-024 Independent Engineering Assessment of the Army’s Transportation Plan for the BRAC 11/30/ 2011
Recommendation #133 Project Fort Belvoir - Mark Center, Virginia
DoDIG DODIG-2012-025 Review of Matters Related to the Office of the Assistant Secretary of Defense (Public 11/21/2011
Affairs) Retired Military Analyst Outreach Activities
DoD IG DODIG-2012-068 Assessment of Voting Assistance Programs for Calendar Year 2011 03/30/2012
NAVAUDSVC N2012-0001 Naval Pilot and Naval Flight Officer Diversity 10/19/2011
NAVAUDSVC N2012-0004 Strategy for Considering Energy Efficient and Renewable Energy Initiatives Associated with  11/15/2011
the United States Marine Corps Guam Relocation Effort
NAVAUDSVC N2012-0008 Consideration of Requirements for U.S. Marine Corps Training Ranges Associated with the ~ 12/08/2011
Relocation of Marine Corps Forces to Guam
NAVAUDSVC N2012-0010 Defense Travel System-Marine Corps 12/21/2011
NAVAUDSVC N2012-0012 Selected Department of the Navy Military Construction Projects Proposed for Fiscal Year 01/05/2012
2013
NAVAUDSVC N2011-0008 N2012-0013 Reporting of United States Marine Corps Aviation Fuel Consumption 01/06/2012
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Agency Report Number Report Title Date

NAVAUDSVC N2012-0015 Individual Augmentee Reintegration Process 01/19/2012

NAVAUDSVC N2012-0016 Ethics Program at Marine Corps Combat Development Command 01/27/2012

NAVAUDSVC N2012-0017 Suicide Crisis Links and/or Phone Numbers on Department of the Navy Web Sites 01/30/2012

NAVAUDSVC N2012-0020 Defense Travel System-Navy Controls Over Unsettled Travel Authorizations 02/10/2012

NAVAUDSVC N2012-0021 Fiscal Year 2012 First Quarter Test of Department of the Navy Sexual Assault-Related Phone  02/17/2012
Numbers

NAVAUDSVC N2012-0023 Naval History and Heritage Command Detachment Boston Time and Attendance 02/27/2012
Processes and Other Issues

NAVAUDSVC N2012-0027 Commander, Navy Installations Command Safety and Occupational Health Workplace 03/22/2012
Inspections

NAVAUDSVC N2012-0029 Department of the Navy Educational and Developmental Intervention Services 03/29/2012

» Fulfills requirements of the Inspector General Act of 1978, as amended, 5 U.S.C. Appendix, Section 5(a)(6).
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Reports Containing Potential
Monetary Benefits

Potential Monetary Benefits

Reports Issued Disallowed Costs Funds P:;ts:o Better
DODIG-2012-004 Changes Are Needed to the Army Contract With Sikorsky to
Use Existing DoD Inventory and Control Costs at the Corpus Christi Army Depot 11/03/20m N/A 965,866,481
DODIG-2012-006 Counter Narcoterrorism Technology Program Office Task
Orders Had Excess Fees, and the Army Was Incorrectly Billed 11/01720m N/A 31,526,279
DODI§—201 201 7 U.S. Naval Academy Officials Did Not Adhere to Contracting 11/07/2011 N/A $3.661,759
and Gift Policies
DODIG-2012-023 Management.lmprovenjents Needed in Commander's 11/21/2011 N/A $18,500,000
Emergency Response Program in Afghanistan
DODIG-2012-033 Award and Administration of Multiple Award Contracts for
Services at U.S. Army Medical Research Acquisition Activity Need Improvement 12/21/2011 N/A 3139916
DODIG-2012-062 Contr.actor-lnv0|ced Costs Were Accurate, but DoD Did Not 03/08/2012 N/A $510,005
Adequately Track Funding
Total $90,204,530

» Partially fulfills the requirement of the Inspector General Act of 1978, as amended, 5 U.S.C. Appendix, Section 5(a)(6) (See Appendix

A).
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Follow-up Activities

Decision status of DoD IG issued audit reports and dollar value of recommendations that funds be put to better use.

Funds Put
Status Number To Better Use '
($ in thousands)

A.  For which no management decision had been made by the

beginning of the reporting period. 342 $51,057

B. Which were issued during the reporting period. 683 90,204
Subtotals (A+B) 102 141,261
136,887

C.  For which a management decision was made during the reporting period.
(i) dollar value of recommendations that were agreed to by management.
- based on proposed management action 510
- based on proposed legislative action
(i) dollar value of recommendations that were not agreed to by

management.
70 136,377 *
D.  For which no management decision has been made by the
end of the reporting period. 34 $4,374
Reports for which no management decision was made within six months of
issue (as of March 31, 2012). 11° 712

1. DoD IG issued no audit reports during the period involving “questioned costs.”

2. Incorporates retroactive adjustments.

3. Does not reflect DODIG-2012-030,"Contractor Compliance Varied With Classification of Lobbying Costs and Reporting of Lobby-
ing Activities,” which was rescinded April 5, 2012.

4. On these audit reports management has agreed to take the recommended actions, but the amount of agreed monetary benefits can-
not be determined until those actions are completed.

5. DoD IG Report Nos. D-2011-045, “American Recovery and Reinvestment Act Project — Solar and Lighting at Naval Station Norfolk,
Virginia’; D-2011-106, “The Department of the Navy Spent Recovery Act Funds on Photovoltaic Projects That Were Not Cost-
Effective”; D-2011-108, “ Geothermal Energy Development Project at Naval Air Station Fallon, Nevada Did Not Meet Recovery Act
Requirements”; D-2011-109, “American Recovery and Reinvestment Act “Heating, Ventilation, and Air Conditioning Replacement”
Project at Naval Support Activity Norfolk - Planning and Initial Execution Could Have Been Improved”; D-2011-111, “Guidance on
Petroleum War Reserve Stock Needs Clarification”; D-2011-112, “Counterintelligence Interviews for U.S.-Hired Contract Linguists
Could Be More Effective”; D-2011-116, “American Recovery and Reinvestment Act Wind Turbine Projects at Long-Range Radar
Sites in Alaska Were Not Adequately Planned”; SPO-2011-005, “Assessment of Allegations Concerning Traumatic Brain Injury Re-
search Inquiry in Iraq,” March 31, 2011; and SPO-2011-008, “Assessment of Planning for Transitioning the Security Assistance
Mission in Iraq from Department of Defense to Department of State Authority;” had no decision as of March 31, 2012, but action to
achieve a decision is in process. DoD IG Report Nos.D-2011-095, “Afghan National Police Training Program: Lessons Learned Dur-
ing the Transition of Contract Administration,” and D-2011-110, “Better Management of Fuel Contracts and International Agree-
ments in the Republic of Korea Will Reduce Costs”, had no decision as of March 31, 2012, but were decided on April 11, 2012.

» Fulfills requirements of the Inspector General Act of 1978, as amended, 5 U.S.C. Appendix, Section 5(a)(8),(9), & (10).
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Status of action on central internal audits period ending March 31, 2012

Follow-up Activities

Funds Put to Better Use '

Status Number ($ in thousands)

DoD IG

Action in Progress - Beginning of Period? 101 $43,036

Action Initiated - During Period 70 136,887

Action Completed - During Period 68 25,382

Action in Progress - End of Period 100 29,7002
Military Departments

Action in Progress - Beginning of Period 499 4,439,367

Action Initiated - During Period 169 1,296,389

Action Completed - During Period 210 668,149

Action in Progress - End of Period 52873 4,947,781°3

1. DoD IG issued no audit reports during the period involving “questioned costs”.

On certain reports (primarily from prior periods) with audit estimated monetary benefits of $1.025 million, DoD IG agreed that
the resulting monetary benefits can only be estimated after completion of management action, which is ongoing.
3. Incorporates retroactive adjustments.

» Fulfills requirements of the Inspector General Act of 1978, as amended, 5 U.S.C. Appendix, Section 5(b)(2) & (3).
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Contract Audit Reports Issued?

Dollars
Examined Questioned

Type of audit? Reports Issued ($ in millions) Costs? Funds Put to Better Use
Incurred Costs, Ops Audits, Special Audits 1,603 $11,663.1 $653.5 -4

Forward Pricing Proposals 936 $59,003.8 $5,154.6°

Cost Accounting Standards 343 $400.0 $10.3 -

Defective Pricing 15 (Note 6) $22.3 -—

Totals 2,897 $71,066.9 $686.1 $5,154.6

1. This schedule represents Defense Contract Audit Agency contract audit reports issued during the six months ended March 31,
2012. This schedule includes any audits that DCAA performed on a reimbursable basis for other government agencies and the
associated statistics may also be reported in other OIGs’ Semiannual Reports to Congress. Both “Questioned Costs” and “Funds
Put to Better Use” represent potential cost savings. Because of limited time between availability of management information system
data and legislative reporting requirements, there is minimal opportunity for DCAA to verify the accuracy of reported data. Ac-
cordingly, submitted data is subject to change based on subsequent DCAA authentication. In prior semiannual reporting periods,
DCAA reported the total number of assignments completed. The total number of assignments completed during the six months
ended March 31, 2012 was 4,467. Some completed assignments do not result in a report issued because they are part of a larger
audit or because the scope of the work performed does not constitute an audit or attestation engagement under generally accepted
government auditing standards, so the number of audit reports issued is less than the total number of assignments completed.

2. 'This schedule represents audits performed by DCAA summarized into four principal categories, which are defined as:

Incurred Costs — Audits of direct and indirect costs charged to Government contracts to determine that the costs are reason
able, allocable, and allowable as prescribed by the Federal Acquisition Regulation, Defense Federal Acquisition Regulation
Supplement, and provisions of the contract. Also included under incurred cost audits are Operations Audits, which evaluate a
contractor’s operations and management practices to identify opportunities for increased efficiency and economy; and special
audits, which include audits of terminations and claims.

Forward Pricing Proposals — Audits of estimated future costs of proposed contract prices, proposed contract change orders,
costs for redeterminable fixed-price contracts, and costs incurred but not yet covered by definitized contracts.

Cost Accounting Standards — A review of a contractor’s cost impact statement required due to changes to disclosed practices,
fajlure to consistently follow a disclosed or established cost accounting practice, or noncompliance with a CAS regulation.
Defective Pricing — A review to determine whether contracts are based on current, complete and accurate cost or pricing data
(the Truth in Negotiations Act).

3. Questioned costs represent costs that DCAA has questioned because they do not comply with rules, regulations, laws, and/or
contractual terms.

4. Represents recommendations associated with Operations Audits where DCAA has presented to a contractor that funds could be
used more effectively if management took action to implement cost reduction recommendations.

5. Represents potential cost reductions that may be realized during contract negotiations.

6. Defective pricing dollars examined are not reported because the original value was included in the audits associated with the origi-
nal forward pricing proposals.

» Fulfills requirements of the Inspector General Act of 1978, as amended, 5 U.S.C. Appendix, Section 8(f)(1).
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Status of Action on Post-
Award Contracts?

Costs Questioned
Number of Reports ($ in millions) Disallowed Costs®

Open Reports:

Within Guidelines? 512 $1,043.9 N/A7

Overage, greater than 6 months? 583 $1,229.6 N/A

Overage, greater than 12 months* 431 $1,145.7 N/A

In Litigation® 198 $2,294.5 N/A
Total Open Reports 1,724 $5,713.7 N/A
Closed Reports 375 $394.3 $154.5 (39.2%)®

1. This schedule represents the status of Defense Contract Audit Agency reports on incurred costs, defective pricing, equitable adjust-
ments, accounting and related internal control systems, and noncompliances with the Cost Accounting Standards as reported by
DoD Components. The status of action on significant post-award contract audits is reported in accordance with DoD Instruction
7640.02, “Policy for Follow-up on Contract Audit Reports” Because of limited time between availability of the data and reporting
requirements, there is minimal opportunity to verify the accuracy of the reported data.

2. These reports are within the time frames established by OMB Circular A-50, “Audit Follow-up”, and DoD Instruction 7640.02 as
described in footnotes 3 and 4 below.

3.  OMB Circular A-50 requires that audit reports be resolved within 6 months after report issuance. Generally, an audit is resolved
when the contracting officer determines a course of action, which is documented and approved in accordance with agency policy.

4. DoD Instruction 7640.02 states that audit reports are overage if not dispositioned within 12 months from date of issuance. Gener-

ally, disposition is achieved when the contractor implements audit recommendations, the contracting officer negotiates a settle-

ment with the contractor, or the contracting officer issues a final decision pursuant to the Disputes Clause.

Of the 142 reports in litigation, 56 are under criminal investigation.

Disallowed costs are costs sustained by the contracting officer in negotiations with contractors.

N/A (not applicable)

Contracting officers disallowed $154.5 million (39.2 percent) of the $394.3 million questioned as a result of significant post-award

contract audits during the period. The contracting officer disallowance rate of 39.2 percent represents a increase from the disallow-

ance rate of 22.0 percent for the prior reporting period.

® N AW

» Fulfills requirement of DoD Instruction 7640.02, “Policy for Follow-up on Contract Audit Reports,” Enclosure 2, Section (1)(d).
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Status of Reports with
Action Pending

Report: D-2002-010, Armed Services Blood Program Defense Blood
Standard System, 10/22/2001

Description of Action: Commercial-Off-The-Shelf solution to correct
the inventory counting and interface problems has been selected. A
contract for development/implementation/deployment of a Enter-
prise Blood Management System has been awarded.

Reason Action Not Completed: Delays due to compliance activities
and Food and Drug Administration validation prior to deployment.
Principal Action Office: Air Force, ASD(HA)

Report: D-2006-077, DoD Security Clearance Process at Requesting
Activities, 4/19/2006

Description of Action: Updating policies for the DoD Personnel
Security Clearance Program to include various information includ-
ing program management and investigative responsibilities, security
clearance systems, submission processes, types and levels of security
clearances, and training requirements for security personnel.
Reason Action Not Completed: Despite repeated recommendations
to revise personnel security program guidance, the current guidance
is dated January 1987. Delays continue for revision and coordina-
tion of DoD Instruction 5200.2 and DoD Manual 5200.2. Estimated
Completion Date on the instruction is June 2012. ECD on the Manual
is January 2014 for volume 1 and March 2014 for volume 2. Air Force
Instruction delays are due to the consolidation of several current AF
security instructions into a single publication. ECD is Dec 2012. Army
Regulation 380-67 is in legal review. ECD is Fall 2012.

Principal Action Office: USD(l), ARMY, AF

Report: D-2008-002, DoD Salary Offset Program, 10/9/2007
Description of Action: Make modifications to existing systems to
properly compute salary offsets for military members, retirees, and
annuitants.

Reason Action Not Completed: Extensive time required to make
modifications to existing systems.

Principal Action Office: DFAS

Report: D-2008-045, Controls Over the TRICARE Overseas Healthcare
Program, 2/7/2008

Description of Action: ASD (Health Affairs) is implementing recom-
mendations to further control health care costs provided to overseas
DoD beneficiaries.

Reason Action Not Completed: Extensive time needed to develop
and receive approval of fee schedules.

Principal Action Office: ASD(HA)

Report: D-2008-066, FY 2006 and FY 2007 DoD Purchases Made
Through the Department of the Interior, 3/19/2008

Description of Action: Publish guidance/manual to address defi-
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ciencies in interagency acquisitions on the proper use of Non-DoD
contracts.

Reason Action Not Completed: The Army delayed staffing the draft
directive pending a determination regarding future use of Directives
within the Department of the Army. The Draft Directive was reformat-
ted as a manual for issuance and as an Appendix to the Army’s Federal
Acquisition Regulation Supplement.

Principal Action Office: Army

Report: D-2008-079, Management of Incremental Funds on Air Force
Research, Development, Test, and Evaluation Contracts, 4/8/2008
Description of Action: Review the requirements of Air Force Instruc-
tion 65-601, chapter 13, to clarify the use of Research, Development,
Test, and Evaluation funds in the second year.

Reason Action Not Completed: AFI 65-601, Volume | is approaching
final coordination and is expected to be complete in March 2012.
Principal Action Office: Air Force

Report: D-2008-089, Planning Armor Requirements for the Family of
Medium Tactical Vehicles, 5/9/2008

Description of Action: Update the capabilities documents for the
FMTV to include armor kit requirements. Once these requirements are
approved, document plans for issuance of the armor kits.

Reason Action Not Completed: Although action was initiated in late
2008, Army has yet to establish validated armor kit requirements for
the FMTV.

Principal Action Office: Army

Report: D-2008-090, Controls Over Reconciling Army Working Capital
Fund Inventory Records, 5/13/2008

Description of Action: The Army is working to update its regulations,
policies, and procedures for performing the annual and end-of-day
inventory reconciliations.

Reason Action Not Completed: The Army has coordinated the
revision of policy and guidance, which is expected to be published
this year. Requested systems changes to the Logistics Modernization
Program have not been funded.

Principal Action Office: Army

Report: D-2008-118, Host Nation Support of U.S. Forces in Korea,
8/25/2008

Description of Action: Conduct joint reviews of accounting and
disbursing procedures for Labor Cost Sharing funds. Prepare and issue
any required updates to current policies and procedures based on
joint review results.

Reason Action Not Completed: Extensive time taken to complete
coordination between DoD Components to conduct joint reviews

of accounting and disbursing policy, and update appropriate policy



guidance.
Principal Action Office: USD(C)

Report: D-2008-130, Approval Process, Tracking, and Financial Man-
agement of DoD Disaster Relief Efforts, 9/17/2008

Description of Action: Develop a memorandum of understanding
with the Federal Emergency Management Agency that establishes
guidelines and requirements for using and being reimbursed for DoD
equipment used on mission assignments.

Reason Action Not Completed: The Department is reviewing current
procedures to determine if they align with the recently published
DoDD 3025.18 and addresses issues identified.

Principal Action Office: USD(C)

Report: D-2009-028, Organizational Structure and Managers Internal
Control Program for the Assistant Secretary of Defense and American
Forces Information Service, 12/10/2008

Description of Action: Investigate potential misuse of funds, im-
proper contracting, and statutory violations.

Reason Action Not Completed: The formal Antideficiency Act Viola-
tion investigations are ongoing.

Principal Action Office: ASD(PA), WHS

Report: D-2009-030, Marine Corps Implementation of the Urgent Uni-
versal Needs Process for Mine Resistant Ambush Protected Vehicles,
12/5/2008

Description of Action: Report is FOUO.

Reason Action Not Completed: Joint Staff has been delayed issuing
revised guidance due to pending DoD overarching guidance being
issued. Marine Corps action is on hold pending completion of JS cor-
rective action.

Principal Action Office: JCS, USMC

Report: D-2009-037, TRICARE Controls Over Claims Prepared By Third-
Party Billing Agencies, 12/31/2009

Description of Action: Resolve legal relationship between providers
and billing agencies in accordance with requirements.

Reason Action Not Completed: Subsequent to mediation discussions
between the TRICARE Management Activity and DoD IG, TMA is seek-
ing ways to satisfy the intent of this recommendation.

Principal Action Office: ASD(HA)

Report: D-2009-051, Controls Over Time and Attendance Reporting at
the National Geospatial-Intelligence Agency, 2/9/2009

Description of Action: Revise guidance to improve internal controls
over time and attendance, especially the use of overtime and compen-
satory time.

Reason Action Not Completed: Awaiting the issuance of the final
NGA instruction addressing time and attendance.

Principal Action Office: NGA

Report: D-2009-059, Air Force Management of the U.S. Government
Aviation Into-Plane Reimbursement Card Program, 3/6/2009
Description of Action: Develop Air Force-specific guidance and
procedures on the use of the AIR Card. Develop a training program to
ensure training for all personnel involved in AIR functions.

Reason Action Not Completed: Extensive time required to staff and
get approval of regulation. ECD November 12, 2012.

Principal Action Office: Air Force

Report: D-2009-062, Internal Controls Over DoD Cash and Other Mon-
etary Assets, 3/25/2009

Description of Action: Improve internal controls over cash and other
monetary assets by establishing a special control account, developing
policies and procedures, and monitoring cash usage. Develop non-
cash methods of payment for contingency operations.

Reason Action Not Completed: Corrective actions cannot be imple-
mented until coordination with the OMB and/or the Department of
the Treasury is complete. Extensive coordination needed between
DoD and its Components, and with the Treasury and OMB.

Principal Action Office: USD(C), DFAS

Report: D-2009-064, FY 2007 DoD Purchases Made Through the Na-
tional Institutes of Health, 3/24/2009

Description of Action: Develop mandatory training to address how
the rules and regulations governing multiple-award contracts differ
from those governing the General Services Administration’s federal
supply schedules, including the award and administration of task and
delivery orders.

Reason Action Not Completed: Updating policy and in-processing
Federal Acquisition Regulation changes takes time. Developing train-
ing materials to be consistent with the FAR changes also takes time.
Principal Action Office: USD(AT&L)

Report: D-2009-066, Marine Corps’ Management of the Recovery and
Reset Programs, 4/1/2009

Description of Action: Update USMC guidance to comply with De-
partmental guidance on prioritizing requirements.

Reason Action Not Completed: The USMC’s Ground Equipment Reset
Strategy document was under revision and is now awaiting approval
by the commandant of the Marine Corps.

Principal Action Office: USMC

Report: D-2009-072, Monitoring Power Track Payments for DoD
Freight Transportation, 4/9/2009

Description of Action: Use data mining to monitor problematic pay-
ments for duplicate payment indicators.

Reason Action Not Completed: Enterprise Data Warehousing and
data mining solutions to assist with the pre-payment and post-pay-
ment processes will be analyzed and implemented through an internal
controls effort sponsored by the deputy assistant secretary defense
(transportation policy) and DFAS. The ECD is February 2013.

Principal Action Office: USD(AT&L)

Report: D-2009-086, Controls Over the Contractor Common Access
Card Life Cycle in the Republic of Korea, 6/9/2009

Description of Action: US Forces Korea will rewrite Regulation 700-19
to address the issues stated in the recommendations.

Reason Action Not Completed: The rewrite to Regulation 700-19 is
being re-staffed and is scheduled to be complete in May 2012.
Principal Action Office: USFK

Report: D-2009-098, Status of the Defense Emergency Response Fund
in Support of the Global War on Terror, 7/30/2009

Description of Action: Review the Fund for GWOT obligations and
deobligate all unliquidated obligations, withdraw all excess funds
provided to the DoD Components, and transfer the funds to the U.S.
Treasury.

Reason Action Not Completed: Extensive time needed to coordinate
deobligation of unliquidated obligations, withdrawal of excess funds,
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and transference of funds to U.S. Treasury.
Principal Action Office: USD(C)

Report: D-2009-104, Sanitization and Disposal of Excess Information
Technology Equipment, 9/21/2009

Description of Action: DoD CIO is updating DoD Directive 8500.01,
DoD Instruction 8500.02, and DoD Instruction 8510.01.

Reason Action Not Completed: Extended time is required for revision
of DoD guidance series.

Principal Action Office: DoD(CIO)

Report: D-2009-108, U.S. Air Forces Central War Reserve Materiel
Contract, 9/23/2009

Description of Action: The Air Force will ensure a qualified contract-
ing officer reviews award fees and sales of Government property
and closes the old WRM contract. DCAA will audit direct costs under
the old WRM contract and perform required surveillance of internal
controls.

Reason Action Not Completed: The Air Force has not completed
corrective actions on contracting issues. DCAA has not completed its
audit work.

Principal Action Office: Air Force, DCAA

Report: D-2010-015, DoD Civil Support During the 2007 and 2008
California Wildland Fires, 11/13/2009

Description of Action: Update joint publication to add clarity to the
process of staffing Federal Emergency Management Agency mission
assignments, on the legal employment of surveillance by DoD assets
providing assistance to civil authorities, and on specific events for
command and control handoff guidance.

Reason Action Not Completed: Extensive time required to develop,
coordinate and implement the guidance.

Principal Action Office: JCS, USD(C), NORTHCOM

Report: D-2010-023, Review of Defense Technical Information Center
Internal Controls, 12/3/2009

Description of Action: Revise the DoD Financial Management Regula-
tion to state when charging indirect costs to other DoD organizations
is permitted.

Reason Action Not Completed: The USD Comptroller is considering
issuing a DoD chief financial officer policy memo in anticipation of the
next FMR update.

Principal Action Office: USD(C)

Report: D-2010-024, Contracted Advisory and Assistance Services for
the U.S. Army Future Combat Systems, 11/24/2009

Description of Action: Report is FOUO.

Reason Action Not Completed: Extensive time required to coordi-
nate and issue guidance.

Principal Action Office: USD(AT&L)

Report: D-2010-026, Joint Civilian Orientation Conference Program,
12/9/2009

Description of Action: Update DoD Instruction 5410.19 to clarify how
to administer and manage the JCOC program. Initiate a preliminary
Antideficiency Act review of the use of JCOC fees received since the
inception of the Miscellaneous Receipts Statute.

Reason Action Not Completed: Investigations for several allegations
are complete. The entire report may be complete by April 2012, and
then will be coordinated through legal counsel and the chain of com-
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mand. Revisions to DoD Instruction 5410.19 are in process.
Principal Action Office: ASD(PA), WHS

Report: D-2010-028, Rapid Acquisition and Fielding of Materiel Solu-
tions by the Navy, 12/15/2009

Description of Action: Report is FOUO.

Reason Action Not Completed: Long-term corrective actions are
ongoing.

Principal Action Office: Navy

Report: D-2010-032, DoD Countermine and Improvised Explosive
Device Defeat Systems Contracts - Husky Mounted Detection System,
12/31/2009

Description of Action: Report is FOUO.

Reason Action Not Completed: Extensive time required to award
contract. ECD April 18,2012.

Principal Action Office: Army

Report: D-2010-035, Defense Logistics Agency Contracts for M2
Machine Gun Spare Parts in Support of Operations in Southwest Asia,
1/11/2010

Description of Action: Evaluate the metrics used to manage the
product quality deficiency reporting process and update the DLA Joint
Product Quality Deficiency Report instruction.

Reason Action Not Completed: Extensive time required to develop,
coordinate and implement the guidance.

Principal Action Office: DLA

Report: D-2010-036, Controls Over Navy Military Payroll Disbursed in
Support of Operations in Southwest Asia at San Diego-Area Disbursing
Centers, 1/22/2010

Description of Action: Develop an electronic storage capability for
supporting documentation.

Reason Action Not Completed: Navy will commence the Training
Requirements and Information Management System implementation
within the U.S. on April 2, with a completion date of June 29. A new
version of TRIM that can accommodate overseas users is expected to
be released in September.

Principal Action Office: Navy

Report: D-2010-037, Internal Controls Over United States Marine
Corps Commercial and Miscellaneous Payments Processed Through
the Deployable Disbursing System, 1/25/2010

Description of Action: Review the Deployable Disbursing System
payments for FY 2006 and FY 2007 for duplicate payments and collect
the over payments.

Reason Action Not Completed: The Marine Corps has reviewed the
identified documents for duplicate payments and demand letters were
issued. Research indicates remaining payments are not duplicates,
excepting one item that remains in dispute.

Principal Action Office: USMC

Report: D-2010-043, Deferred Maintenance and Carryover on the
Army Abrams Tank, 3/2/2010

Description of Action: Report is FOUO.

Reason Action Not Completed: The proposed change has been in-
corporated into the revised Financial Management Regulation, which
will be published in the near future.

Principal Action Office: USD(C)



Report: D-2010-048, DoD Methodology for the Valuation of Excess,
Obsolete, and Unserviceable Inventory and Operating Materials and
Supplies, 3/25/2010

Description of Action: Develop methodologies for estimating net
realizable value of excess, obsolete, and unserviceable inventory, oper-
ating material and supplies, munitions, and missiles.

Reason Action Not Completed: Reorganization within the office and
developing methodologies for different assets takes time to complete.
Principal Action Office: USD(C)

Report: D-2010-051, Defense Contract Management Agency Acquisi-
tion Workforce for Southwest Asia, 4/8/2010

Description of Action: Revise DoD Instruction 5000.66 to require
military departments and defense agencies to develop guidance to
identify acquisition, technology and logistics workforce requirements
in accordance with other DoD instructions and the Financial Manage-
ment Regulation.

Reason Action Not Completed: Extensive time required to revise and
coordinate instructions/guidance.

Principal Action Office: USD(AT&L)

Report: D-2010-065, Validity and Security of Selected DoD Civilian
Employee Accounts, 5/25/2010

Description of Action: Classified

Reason Action Not Completed: Corrective actions are on schedule.
Principal Action Office: DFAS

Report: D-2010-075, Foreign Allowances and Differentials Paid to DoD
Civilian Employees Supporting Overseas Contingency Operations,
8/17/2010

Description of Action: Finalize and issue uniform DoD-wide policies
and procedures to accurately and consistently authorize foreign allow-
ances and differentials. Review foreign allowances and differential paid
records to indentify inaccuracies and make the necessary adjustments.
Reason Action Not Completed: Extensive time required to coordi-
nate with DoD components and agencies. Additional time needed to
evaluate the scope of the inaccuracies and take the necessary correc-
tive actions.

Principal Action Office: USD(P&R), DFAS

Report: D-2010-078, Air Force Use of Time-and-Materials Contracts in
Southwest Asia, 8/16/2010

Description of Action: The Air Force Center for Engineering and
Environment will review invoices for Time-and-Materials task orders,
and request Defense Contract Audit Agency for assistance, and obtain
reimbursements for incorrect charges with attention to $24.3 million
for labor charges invoiced by the contractors but not authorized by
the task orders.

Reason Action Not Completed: AFCEE has not received funds that
were requested from U.S. Forces- Iraq to conduct the review, and
DCAA's work is ongoing.

Principal Action Office: Air Force

Report: D-2010-081, Army Use of Time-and-Materials Contracts in
Southwest Asia, 8/27/2010

Description of Action: The Army Contracting Command will establish
a plan for reviewing invoices for 18 contracts and request Defense
Contract Audit Agency assistance. White Sands Missile Range will
review a task order and obtain a refund from the contractor. DCAA

will conduct incurred cost audits on the contractor for FY 2006 and FY

2007.

Reason Action Not Completed: The ACC and DCAA have not com-
pleted reviews of task orders and audits of incurred costs.

Principal Action Office: Army

Report: D-2010-086, Audit of the Utility Tax Relief Program in Ger-
many, 9/29/2010

Description of Action: Develop regulatory guidance requiring eligible
civilian personnel to participate in the Utility Tax Avoidance Program
in Germany; and develop a standard form to prove participation or
ineligibility for the program.

Reason Action Not Completed: Long-term corrective actions are in
process.

Principal Action Office: USD(P&R)

Report: D-2010-087, Weaknesses in Oversight of Naval Sea System
Command Ship Maintenance Contract in Southwest Asia, 9/27/2010
Description of Action: NAVSEA will obtain cost and pricing data for
review with Defense Contract Audit Agency.

Reason Action Not Completed: Delays by the contractor in providing
cost and pricing data preventing DoD review.

Principal Action Office: Navy

Report: D-2010-088, Accountability and Disposition of Government
Furnished Property in Conjunction With the Iraq Drawdown - Logjistics
Civil Augmentation Program, 9/30/2010

Description of Action: Defense Contract Management Agency-lraq to
(1) provide a sufficiently supported account of all management deci-
sions and actions taken concerning the acceptance, use and disposi-
tion of unused trash trucks; (2) determine whether personnel or cost
recovery actions were warranted; and (3) determine proper disposition
of the trucks.

Reason Action Not Completed: Two of the three actions have been
completed. The third action is ongoing. Final disposition on the al-
lowability of costs questioned in the DCAA Form 1 is pending. The
Administrative Contracting Officer requested additional information
from the contractor and DCAA on Feb 3, 2012. Disposition of the audit
results is expected by May 24, 2012.

Principal Action Office: DCMA

Report: D-2010-091, DoD Needs to Improve Management and Over-
sight of Operations at the Theater Retrograde-Camp Arifjan, Kuwait,
9/30/2010

Description of Action: Develop appropriate performance require-
ments for processing materiel that are applicable, auditable and
measurable and coordinate those requirements with the contracting
officer for inclusion in the newly awarded contract.

Reason Action Not Completed: Negotiations are ongoing to further
refine the performance metrics on the new contract and final agree-
ment with the contractor is expected by April 2012.

Principal Action Office: Army

Report: D-2011-018, FY 2008 and FY 2009 DoD Purchases Made
Through the General Services Administration, 11/30/2010
Description of Action: Review the standardized interagency agree-
ment to identify necessary enhancements in the financial account-
ability area.

Reason Action Not Completed: Management has not responded to a
request for current status of agreed-upon implementing action.
Principal Action Office: USD(AT&L)
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Report: D-2011-020, DoD Controls Over Information Placed on Pub-
licly Accessible Web Sites Require Better Execution, 11/29/2010
Description of Action: Update guidance for information posted to
publicly accessible websites; require annual assessment and docu-
mentation of DoD Internet services and use of Internet-based capabili-
ties; provide enforcement procedures for annual certification require-
ments; mandate procedures to register Internet addresses and contact
information; ensure implementation of policies on the use of DoD
Internet services and Internet based capabilities; require an inventory
capability and a registration system for public DoD websites; expand
distribution of Operations Security and threat assessment reports; and
identify the system that will maintain the inventory of DoD publicly
accessible websites.

Reason Action Not Completed: Extensive time required to revise and
coordinate guidance.

Principal Action Office: DoD(CIO), ASD(PA), DISA

Report: D-2011-021, More DoD Oversight Needed for Purchases Made
Through the Department of Energy, 12/3/2010

Description of Action: Determine the feasibility of using direct pur-
chases; update guidance to require that activities participate in techni-
cal evaluations of offers; determine whether changes to the FAR and
Defense Federal Acquisition Regulation will be necessary to address
contract financing associated with multiple-year appropriations and to
ensure consistency with the DoD FMR; and determine the magnitude
of the potential funding problems related to Work For Others projects
with the Department of Energy.

Reason Action Not Completed: Extensive time required for coordina-
tion among the DoD Components and other federal agencies.
Principal Action Office: USD(C), USD (AT&L), Air Force

Report: D-2011-028, Contracts Supporting the Broad Area Maritime
Surveillance Program, 12/23/2010

Description of Action: Develop an agency improvement policy that
will require all letters of delegation be modified to include necessary
surveillance and inspection requirements.

Reason Action Not Completed: Additional time required to finalize
guidance.

Principal Action Office: DCMA

Report: D-2011-032, Logistics Civil Augmentation Program IV Support
Contract, 1/7/2011

Description of Action: Army will issue guidance for assigning person-
nel to supervise contractors performance for functions closely associ-
ated with inherently governmental duties.

Reason Action Not Completed: Army has not yet issued guidance
regarding contractor performance closely associated with inherently
governmental duties.

Principal Action Office: Army

Report: D-2011-036, Competition Should Be Used for Instructor Ser-
vices for the Mine Resistant Ambush Protected Vehicles, 2/3/2011
Description of Action: The Army will complete a formal investigation
of the Antideficiency Act violation, will comply with DoD reporting
requirements, and will provide a copy of the preliminary and final
investigation report to the DoDIG,

Reason Action Not Completed: The Army is conducting a formal
investigation of the Anti Deficiency Act violation.

Principal Action Office: Army

Report: D-2011-037, Marine Corps Fulfillment of the Urgent Universal
Need Statement for the Laser Dazzler, 2/9/2011

Description of Action: Perform a review of the circumstances that
led to the purchase of the 28 Compact High Power Laser Dazzlers and
initiate administrative action if appropriate.

Reason Action Not Completed: Extensive time required for coor-
dination within and between the DoD Components and for DCIS to
complete its investigation.

Principal Action Office: Navy

Report: D-2011-043, Fleet Industrial Supply Center Ship Maintenance
Contracts in Southwest Asia, 2/22/2011

Description of Action: Revise internal guidance and conduct market
research to identify potential new contractors.

Reason Action Not Completed: Additional time required to finalize
guidance and conduct market research at centralized level.

Principal Action Office: Navy

Report: D-2011-050, DoD Needs to Improve High Dollar Overpayment
Review and Reporting, 3/16/2011

Description of Action: Develop procedures for reviewing information
on corrections, including recalls, offsets, and rejects for overpayments.
Also, implement a methodology to include statistically sampling com-
mercial pay entitlement systems for improper payments.

Reason Action Not Completed: Extensive time required to coordi-
nate and develop procedures and a methodology.

Principal Action Office: USD(C)

For this reporting period, there were no disallowed costs on reports over 12 months old with final action pending.

» Fulfills requirements of the Inspector General Act of 1978, as amended, 5 U.S.C. Appendix, Section 5(b)(4).
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Contract Audits with
Significant Findings
DCAA

Audit Report No. 09711-2003A10100002 Date: November 4, 2011
Subject: Independent Audit of 2003 Incurred Cost Proposal

Prepared For: Defense Contract Management Agency

Report: $11.9 Million Questioned Costs

The audit of the incurred cost proposal resulted in $11.9 million questioned direct and indirect costs. Significant items of questioned costs re-
lated to unsupported costs for a specific contract ($7.1M), unsupported direct consultant fees ($1.3M) and unallowable bonuses ($2M).

Audit Report No. 03521-2011V17900002 Date: January 12, 2011
Subject: Independent Audit of Work in Kind Credit Requests

Prepared For: Department of the Army, Galveston District Corps of Engineers
Report: $21.0 Million Questioned Cost

The audit of the contractor’s $34.0 million work in-kind credit requests on a project cooperation agreement resulted in $21.0 million of ques-
tioned costs due to lack of adequate supporting documentation for the costs.

Audit Report No. 06501-2010G17100002 Date: November 10,2011

Subject: Independent Audit of Termination Settlement Proposal

Prepared For: Defense Contract Management Agency, Atlanta
Report: $87.0 Million Questioned Cost

The audit of the contractor’s termination settlement proposal resulted in $87.0 million of questioned cost. Significant items questioned include
$34.1 million of questioned subcontractor settlement expenses; $16.8 million of unallocable severance pay and payments under the Worker
Adjustment and Retraining Notification Act (WARN); and $22.9 million of fee.

Audit Report No. 06441-2003V10100003/2004V10100003/200 | Date: December 21, 2011
5V10100012

Subject: Independent Audit of Incurred Costs for FYs 2003, 2004, 2005
Prepared For: U.S. Agency for International Development
Report: $24.7 Million Questioned Cost

The audit of the contractor’s incurred cost proposals questioned all of the claimed costs, totaling $24.7 million, in accordance with FAR 31.201-2
Determining allowability, because the contractor could not provide any supporting data for the claimed costs.

The audit of the contractor’s termination settlement proposal resulted in $31.2 million of questioned unallowable, unallocable or unreason-
able costs, including $10.0 million of direct labor, gifts, and bonuses; and $9.9 million of general project expenses and construction equipment
rental or purchases.

Audit Report No. 01311-2009N17100002 Date: December 30, 2011

Subject: Independent Audit of Termination for Convenience Settlement Proposal

Prepared For: Department of the Air Force, Air Force Material Command
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Report: $32.6 Million Questioned Cost

The audit of the settlement proposal resulted in $32.6 million questioned cost, including $29.9 million of claimed subcontractor costs from
related companies for work that was unreasonably priced; outside the scope of the contract; or for goods or services that were not provided.

Audit Report No. 04201-2010C17200003-S1 Date: January 5, 2012

Subject: Supplement to Report on Audit of Claim for Equitable Adjustment

Prepared For: U.S. Army Corps of Engineers

Report: $14.6 Million Questioned Cost

The audit of the price adjustment claim for alleged differing site conditions and government delay identified total questioned costs of $14.6
million resulting from unallowable subcontractor labor and other costs; and excessive prime and subcontractor profit.

Audit Report No. 09821-2011M17100003-S1 Date: January 24, 2012

Subject: Independent Audit of Termination Proposal

Prepared For: Defense Contract Management Agency

Report: $13.7 Million Questioned Costs

The audit of the $19.0 million termination proposal resulted in $13.7 million questioned costs. Significant items of questioned costs related to
direct labor, material and other direct costs. The costs were questioned because (i) costs were incurred prior to first article testing approval and
therefore are unallowable per FAR and contract terms; (ii) costs were not supported by the contractor’s accounting records; and (iii) consultant
fees did not have the proper supporting documentation per FAR.

Audit Report No. 06421-2011N17900500 Date: January 13,2012

Subject: Independent Audit of Travel Costs

Prepared For: Department of the Army, Army Contracting Command - Rock Island

Report: $21.7 Million Questioned Cost

The audit of billed travel costs under a single contract resulted in questioning all of the billed costs because the contractor did not obtain ad-
vance written approval for the travel as required by the contract terms.

Audit Report No. 04201-2011G17200001 Date: January 23,2012

Subject: Independent Audit of Equitable Adjustment Proposals

Prepared For: Department of the Navy, Naval Facilities Engineering Command Marianas

Report: $23.9 Million Questioned Cost

The audit of nine equitable adjustment proposals resulted in questioned costs for unallowable equipment, subcontract, consultant, and travel
costs; and for an understated credit for a reduction in the contract scope of work.

Audit Report No. 03181-2010D17900006 Date: January 24, 2012

Subject: Independent Audit of Billed Costs

Prepared For: Department of State

Report: $75.0 Million Questioned Cost

The audit of labor and labor related other direct costs billed on a contract resulted in questioned direct labor of $53.9 million for employees
who did not meet the qualifications specified in the contract or did not work the hourly or weekly schedule specified in the contract; and $21.1
million in post differential, danger pay, and DBA insurance costs associated with the questioned direct labor or in excess of the maximum con-
tractual limitations.

Audit Report No. 06701-2010542000002 Date: February 10, 2012

Subject: Independent Postaward Audit

Prepared For: Department of the Army, U.S. Army TACOM - Picatinny
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Report: $12.6 Million Recommended Price Adjustment

The audit of the contractor’s compliance with 10 U.S.C. 2306a (Truth in Negotiations Act) resulted in a recommended price adjustment of $12.6
million for overstated labor and material costs because the contractor did not use the most current job cost data in its proposal or provide the
data to the government prior to final negotiations.

Audit Report No. 06431-2010117100001 Date: February 17,2012

Subject: Independent Audit of Termination Settlement Proposal

Prepared For: Defense Contract Management Agency - Terminations Division

Report: $19.8 Million Questioned Cost

The audit of subcontract termination settlement proposal questioned $8.0 million of claimed royalties, $5.3 million of proposed settlement ex-
penses, $3.6 million of related indirect expenses, and $2.7 million of claimed fee that was not in accordance with the terms of the subcontract
or prime contractor award fee determination letters.

Audit Report No. 02211-2006U10100001 Date: February 29, 2012

Subject: Independent Audit of Corporate Residual and Directly Allocated Expenses

Prepared For: Defense Contract Management Agency — Southern Virginia

Report: $50.5 Million Questioned Cost

The audit of the corporate office incurred cost proposal questioned a total of $50.5 million. Major elements questioned included $18.8 million
of unallowable or inadequately documented bonus payments and incentive compensation; and $18.4 million of healthcare expenses that
were either offset by employee premium contributions or were double-counted in the proposal.

Audit Report No. 02701-2006A10100002 Date: February 29, 2012

Subject: Independent Audit of FY 2006 Incurred Cost Submission

Prepared For: Defense Contract Management Agency

Report: $11.1 Million Questioned Cost

The audit of contractor’s incurred cost submission resulted in $11.1 million of questioned costs, including $8.2 million of direct labor which
did not reconcile to the accounting records and was not billed in accordance with subcontract terms; $2.0 million of material and other direct
costs which could not be reconciled to the accounting records; and $0.9 million of unsupported direct costs for which no detail was provided.

Audit Report No. 06211-2005C10100013 Date: February 29, 2012

Subject: Independent Audit of Final Incurred Cost Proposal for FY 2005

Prepared For: Department of the Treasury, Internal Revenue Service

Report: $19.6 Million Questioned Cost

The audit of the incurred cost proposal resulted in net questioned costs of $19.6 million including $18.2 million of direct intercompany charges
for which adequate documentation was not provided to determine that the costs were allowable, allocable to Government contracts, or
reasonable; $2.3 million of direct unallowable deferred costs; and $0.9 million of upward adjustments to indirect expenses resulting from other
audits of corporate or home office cost allocations.

Audit Report No. 03511-2010M17100002 Date: March 14, 2012

Subject: Independent Audit of Price Adjustment Claim

Prepared For: Department of the Army, AMCOM Contracting Center

Report: $22.6 Million Questioned Cost

The audit of the price adjustment claim resulted in $13.6 million of questioned direct labor cost that was unsupported, previously recovered,
duplicated, overstated, not incurred and/or unreasonable; $5.3 million of other direct costs which were not adequately supported and which
the contractor did not demonstrate were a result of the alleged constructive contract changes; $2.0 million of indirect expenses related to the
questioned costs; and $1.7 million of claimed profit.
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Audit Report No. 04261-2010517200003 Date: March 23,2012

Subject: Independent Audit of Equitable Adjustment Contract Disputes Claim

Prepared For: Department of the Army, U.S. Army Engineer District, Alaska

Report: $40.5 Million Questioned Cost

The audit of claim identified $40.5 million of questioned cost including $13.1 million of direct project costs, $14.0 million of equipment costs,
$2.6 million of labor costs, $3.2 million of overhead, and $3.6 million of profit. Direct costs were questioned because they (i) were underesti-
mated by the contractor in its bid, and not caused by changed contract scope; (ii) were caused by the contractor’s or subcontractor’s actions
or inactions and not by the government; (iii) were duplicated in the claim; (iv) were unallocable to the contract; or (vi) were unallowable under
FAR Part 31.

Audit Report No. 02201-2008D10100001 Date: March 30, 2012

Subject: Independent Audit of Final 2008 Indirect Cost Rate Proposal

Prepared For: Defense Contract Management Agency

Report: $22.4 Million Questioned Cost

The audit of the incurred cost proposal questioned $15.9 million of indirect costs for unreasonable executive compensation; unallowable loss
on asset disposition; and unallowable contingent environmental remediation costs. In addition, the audit questioned $6.4 million of direct
travel and associated labor costs because the contractor failed to provide evidence that the travel was incurred for an allowable business
purpose.

Audit Report No. 03161-2012H17100001 Date: March 30, 2012

Subject: Independent Audit of Termination Proposal

Prepared For: Defense Contract Management Agency, DCMA Terminations Group

Report: $10.5 Million Questioned Cost

The audit of the termination proposal questioned $10.5 million, including $6.0 million of bid and proposal expenses improperly included in
the termination proposal; $1.3 million of settlement expenses, most duplicated elsewhere in the proposal; and $3.1 million of profit.

Report No. DODIG-2012-004 Date: November 03, 2011

Subject: Changes are Needed to the Army Contract With Sikorsky to Use Existing DoD Inventory and Control Costs at the Corpus Christi Army
Depot

Report: $65.9 Million of Funds put to Better Use

The Army Aviation and Missile Life Cycle Management Command did not effectively use $47.5 million to $58.7 million of excess DoD inventory
that could be used to satisfy Corpus Christi Army Depot requirements before procuring the same items from Sikorsky. AMCOM also made an
unjustified incentive payment of $11.8 million to Sikorsky Aircraft Corporation for reducing material costs, when depot costs increased by $29.3
million. Additionally, DoD IG found issues relating to Sikorsky receiving excess profits totaling $930,760 on items procured from the Defense
Logistics Agency.

Report No. DODIG-2012-006 Date: November 01, 2011

Subject: Counter Narcoterrorism Technology Program Office Task Orders Had Excess Fees, and the Army Was Incorrectly Billed

Report: $1.5 Million of Funds Put to Better Use

The U.S. Space and Missile Defense Command Contracting and Acquisition Management Office overpaid Raytheon approximately $815, 000 and
U.S. Training Center approximately $77,000 in fixed fees. Northrop Grumman charged the Army for non Counter Terrorism Program Office work
and double billed the Army for insurance charges. Northrop Grumman issued credits totaling $168,279.

Report No. DODIG-2012-023 Date: November 21, 2011

Subject: Management Improvements Needed in Commander’s Emergency Response Program in Afghanistan

Report: $18.5 Million of Funds put to Better Use
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U.S. Central Command and U.S. Forces-Afghanistan controls over the Commander’s Emergency Response Program contract payments and re-
porting were not adequate. Specifically, USCENTCOM and USFOR-A did not maintain and report reliable and meaningful CERP data, deobligate
unused CERP project funds for closed or terminated CERP projects, identify or prevent improper payments, identify or prevent unauthorized
advance payments, or mitigate the risk of overpayments and underpayments because of currency rate fluctuations. USFOR-A had potentially up
to $38.4 million in outstanding unliquidated obligations, improper payments, and high-risk CERP advance payments, and a high risk for currency
exchange rate fraud and overpaying or underpaying Afghanistan vendors.

» Fulfills requirements of the National Defense Authorization Act for FY 2008 Section 845.
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Results of Peer Reviews

Peer Review of Department of Defense IG by Department of Health and Human Services OIG

The Department of Health and Human Services OIG conducted an external peer review of DoD IG Office of Audit and issued a final
report on December 2, 2009. DoD IG received a peer review rating of pass. There are no outstanding recommendations. A copy of the
external quality control review report can be viewed on at www.dodig.mil/audit.

Peer Review of U.S. Postal Service OIG by Department of Defense IG

DoD IG conducted an external quality control review of the United States Postal Service OIG audit organization and issued a final re-
port on March 31, 2010. USPS OIG received a peer review rating of pass. All outstanding recommendations have been implemented as
of March 31, 2011. A copy of the external quality control review report in its entirety can be viewed on the USPS OIG website at www.

uspsoig.gov.

Peer Review of DCIS Operations by the U.S. Department of Health and Human Services Office of Inspector General

The U.S. Department of Health and Human Services OIG conducted an external peer review of DCIS’s system of internal safeguards
and management procedures in effect through July 2011 and HHS OIG also conducted an evaluation to determine DCIS’ compliance
with applicable internal policies and procedures from April 2009 to July 2011. Since DCIS does not derive its statutory law enforcement
authority from the Attorney General or the Inspector General Act, it is not subject to the Council of the Inspectors General on Integrity
and Efficiency thus DCIS’s participation in this peer review was voluntary. After completing its review of DCIS, the HHS OIG issued a
final report dated August 19, 2011, and concluded that the system of internal safeguards and management procedures for DCIS was in
full compliance with the quality standards established by CIGIE and the Attorney General guidelines. These safeguards and procedures
provide reasonable assurance that DCIS is conforming to the professional standards for investigations established by CIGIE.

» Fulfills requirements of the Inspector General Act of 1978, as amended, 5 U.S.C. Appendix, Section 5(a)(14),(15),(16).
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ACA-ITEC4

ACC
ACC-NCR

ACC-RSA

ADA
ADFM
AFAA
AFAA/FS

AFAA/QL
AFAA/SP

AFB
AFCEE

AFCENT
AFOSI
AFR
AGR
AIR
AMC
AMCOM

AMP
ANA
ANC
ANG
ANP
ANSF
AOR
Army CID
ASA(ALT)

ASD(HA)
ASD(NII)

ASD(PA)
ATF

botnet

Army Contracting Agency, Information
Technology, E-Commerce and Commercial
Contracting Center

Army Contracting Command

Army Contracting Command - National
Capital Region

Army Contracting Command - Redstone
Arsenal

Antideficiency Act

Active-Duty Family Member

Air Force Audit Agency

Air Force Audit Agency Financial Systems
Audits Directorate

Air Force Audit Agency Acquisition and
Logistics Audits Directorate

Air Force Audit Agency Support and Personnel
Audits Directorate

Air Force Base

Air Force Center for Engineering and
Environment

Air Forces Central

Air Force Office of Special Investigations
Agency Financial Report

Active Guard and Reserve

Aviation Into-Plane Reimbursement

Army Materiel Command

Army Aviation and Missile Life Cycle
Management Command

Avionics Modernization Program

Afghan National Army

Arlington National Cemetery

Air National Guard

Afghan National Police

Afghan National Security Forces

Area of Responsibility

Army Criminal Investigation Command
Assistant Secretary of the Army (Acquisition,
Logistics and Technology)

Assistant Secretary of Defense for Health
Affairs

Assistant Secretary of Defense for Networks
and Information

Assistant Secretary of Defense for Public Affairs
Bureau of Alcohol, Tobacco, Firearms and
Explosives

Robot Network

BRAC
CAPS-C

CCAD
CCIU
CERP
CIGIE

CNTPO

COR
DASA(P)

DCAA
DCIS
DCMA
DEA
DEAMS

DFARS

DFAS
DIACAP

DLA
DMEN
DoD SDVOSB

DoDD
DQOJ

DON
DON SDO

DoS
DSS
DSS 1G
DTRA
ECD
ECHO

ERP
ESPC
EVM
FAR
FDCA
FLETC

Acronyms

Base Realignment and Closure
Computerized Accounts Payable System-
Clipper

Corpus Christi Army Depot

Computer Crime Investigative Unit
Commander’s Emergency Response Program
Council of Inspectors General for Integrity and
Efficiency

Counter Narcoterrorism Technology Program
Office

Contracting Officers’ Representative

Deputy Assistant Secretary of the Army for
Procurement

Defense Contract Audit Agency

Defense Criminal Investigative Service
Defense Contract Management Agency
Drug Enforcement Administration

Defense Enterprise Accounting and
Management System

Defense Federal Acquisition Regulation
Supplement

Defense Finance and Accounting Service
DoD Information Assurance Certification and
Accreditation Program

Defense Logistics Agency

Digital Media Examination Network
Department of Defense Service-Disable
Veteran-Owned Small Business

Department of Defense Directive
Department of Justice

Department of the Navy

Department of Navy Suspension and
Debarment Official

Department of State

Defense Security Service

Defense Security Service Inspector General
Defense Threat Reduction Agency

Estimated Completion Date

Eastern Connecticut Hematology & Oncology,
Associates, PC

Enterprise Resource Planning

Energy Savings and Performance Contracts
Earned Value Management

Federal Acquisition Regulation

Food, Drug, and Cosmetic Act

Federal Law Enforcement Training Center
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FMTV
FOUO
FPDS-NG

FRCSW
GFEBS
GPC
GSA
GWOT
HAP
HHS
HHS OIG

HIDS
HQE
ICCTF
ICE
IDIQ

IG

IM

IRS

ISAF

ISF

ISO
JcocC
JCS
LCDR
LOGCAP
MAC
MACC
MCRP
MHE
MILCON
MILSTRIP

MoD/GS
MPA
MP-RTIP

MRAP

MTF

NATO
NAVAUDSVC
NAVFAC
NAVSEA
NAVSUP
NCIS

NGA
NIPRNet

NORTHCOM
NSA

NSD

NSRWA

Family of Medium Tactical Vehicles

For Official Use Only

Federal Procurement Data System — Next
Generation

Fleet Readiness Center Southwest

General Fund Enterprise Business System
Government Purchase Cards

General Services Administration

Global War on Terror

Homeowners Assistance Program

Health and Human Services

U.S. Department of Health and Human Services
Office of Inspector General

Host-Based Intrusion Detection Systems
Highly Qualified Expert

International Contract Corruption Task Force
Immigration and Customs Enforcement
Indefinite Delivery Indefinite Quantity
Inspector General

Internal Medicine

Internal Revenue Service

International Security Assistance Force
Iraq Security Forces

Investigations of Senior Officials

Joint Civilian Orientation Conference Program
Joint Chiefs of Staff

Lieutenant Commander

Logistics Civil Augmentation Program
Medical Affirmative Claim

Multiple Award Construction Contract
Medical Cost Reimbursement Program
Mental Health Evaluation

Military Construction

Military Standard Requisitioning and Issue
Procedures

Ministry of Defense/ General Staff
Military Personnel Appropriation
Multi-Platform Radar Technology Insertion
Program

Mine Resistant Ambush Protected Vehicles
Military Treatment Facilities

North Atlantic Treaty Organization

Naval Audit Service

Naval Facilities Engineering Command
Naval Sea System Command

Naval Supply Systems Command

Naval Criminal Investigative Service
National Geospatial Intelligence Agency
Non-Classified Internet Protocol Router
Network

U.S. Northern Command

National Security Agency

Navigation Systems Division
Non-Standard Rotary Wing Aircraft
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NTM-A/CSTC-A North Atlantic Treaty Organization Training

NWRM
0CO
OCR
ODC
ODO
OSC-1
OMB
PCOLS
PDHRA
PRC
SCI
SFIS
SIGIR

SIPRNet
SMDC CAMO

SPO

SPS

TMA

UCA
USAAA
USACE
USACIL
USAID
USAMRAA

USCENTCOM
USCYBERCOM
USD(AT&L)

USD(C)
USD(P&R)

USETTI

USFK
USFOR-A
USJFCOM
USML

USPS

USPS OIG
USSGL
USSOCOM
USSTRATCOM
USTC
USTRANSCOM
WARN

Act

WHS

WRI

Mission-Afghanistan/ Combined Security
Transition Command-Afghanistan
Nuclear Weapon-Related Material
Overseas Contingency Operations
Operation Chain Reaction

Other Direct Cost

Other Defense Organizations

Office of Security Cooperation - Iraq
Office of Management and Budget
Purchase Card On-Line System

Post Deployment Health Reassessment
People’s Republic of China

Sensitive Compartmented Information
Standard Financial Information Structure
Special Inspector General for Iraq
Reconstruction

Secret Internet Protocol Router Network
Space and Missile Defense Command
Contracting and Acquisition Management
Office

Special Plans and Operations

Standard Procurement System

TRICARE Management Activity
Undefinitized Contractual Actions

U.S. Army Audit Agency

U.S. Army Corps of Engineers

U.S. Army Criminal Investigation Laboratory
U.S. Agency for International Development
U.S. Army Medical Research Acquisition
Activity

U.S. Central Command

U.S. Cyber Command

Under Secretary of Defense (Acquisition,
Technology and Logistics)

Under Secretary of Defense (Comptroller)
Under Secretary of Defense for Personnel and
Readiness

U.S. Equipment Transfer to Iraq Program
United States Forces-Korea

United States Forces - Afghanistan

U.S. Joint Forces Command

U.S. Munitions List

U.S. Postal Service

U.S. Postal Service Office of Inspector General
U.S. Government Standard General Ledger
U.S. Special Operations Command

U.S. Strategic Command

U.S. Training Center

U.S. Transportation Command

Worker Adjustment and Retraining Notification

Washington Headquarters Services
Whistleblower Reprisal Investigations
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